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Evyaplotieg

Oa nfsda va svyapiotiow Ospua tov emiPAETwWY kKaBnyntn k. AyyeAo
Muiydala, yia tnv svkaipla va aoyoAnBa ue eva eéalpetika evdiagpépov
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TNV TEPATWON THS TAPOVOAC UETATITUXLAKYIC EQYATLAC.

Emiong, o auto 10 onuelo TPETEL VA EKPPATW TOV OELATUO TTPOS TNV
OLKOYEVELX OV KL VA TOUG EUYAPLOTIIOW YIA TNV OCUVEXH KAL ONUAVTLKT
OUUTTAPAOTACT] TOUGC KaO'0An tnv OlApKeElX TwWV UETATTUXLAKWY
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Mepiinym

LKOTOG NG THPOVCHG HETATTUXLHKNG €pyaciag elval va avamtuxBel pla

SLSIKTLAKN EQAPUOYT] AVTOHAAXYTIG UNMVURATWY PETAED 2 xpnoTwVv Ttpocsdidovtag
évav tkavomomtikd Babuod aglomiotiog Kol ToTOToNonG WG TPOG TO TEPLEXOUEVO
TOU UNVUUATOG, TIOU TOPAUEVEL AVOAAOIWTO KOl TPOOTATEVETAL UECW TG
texyvoAoylas Blockchain. H teyvoAoyia Blockchain amoteAel éva avtikeipevo
UEAETNG IOV ATTAOXOAEL ISLALTEPA TNV EPEVVNTIKN KOWVOTNTA TA TEAELTALA XPOVIX
Kalt 1 Staonpudtepn e@appoyn g elval Ta Kpumtovopiopata, §edopévou OTL
Eeklvnoe ocav kpumtoypagnuévn Bdaorn SeSopévwv yla v amoBnkKevon Twv
ouvvoaAdaywv bitcoin. Qotdco, ol e@apuoyés tov blockchain mAéov £€xouv
eKToCevOel e  TEPAOTIO  eVSLA@EPOV  OTNV  TAYKOGULA  TEXVOAOYLIKY),
TPOYPAUUATIOTIKN KOLVOTNTA KoL XL LOVoO.

Onwg Ba SoUUE OTN OGUVEXELA, OTNV TPEXOLOA HEAETN XPNOLUOTIOLELTAL )
texvoAoyla Blockchain péow touv epyadeiov BigchainDB  ouvduvdalovtag
TapdAANAa Kat pia o mapadooiakn Bdaon dedopevwv MongoDB / NoSQL. ‘Etay,
Snuovpyeital eva vPptdiko HoVTEAO aVTOAAAYNG TILOTOTOUEVWY UNVUUATWY,
0TO 0TI0(0 0 TOTIKOG VTTOAOYLOTIG AELTOVpYEL oav KOUPoG Tou blockchain diktvov
BigchainDB kat ot 2 Baoceig Sedopévwv ouvvepydlovtat PeTagd TOUG Yyla va
TPoKVYPEL TO amoTéAeopa TG apetafAntng (immutable), amokevtpwpévng

(decentralized) kot kataveunpévng (distributed) e@appoyng unvopdatwv.

Aé&eigc KAeibua: blockchain, kpumtoypagia, Tpoypappatiopds, Siwadiktuo,

Baom 6edopévwv, EQAPUOYN LOTOTOTIOV
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Abstract

The purpose of this master thesis is to develop an online messaging

application between 2 users providing a satisfactory degree of reliability and
certification in terms of message content, which remains unchanged and is
protected through Blockchain technology. Blockchain technology has been the
subject of much study in the research community in recent years and its most
popular application is cryptocurrencies, as it started as an encrypted database for
storing bitcoin transactions. However, blockchain applications have now been
launched with great interest in the global technological, programming community
and beyond.

As we will see later, the current study uses Blockchain technology through the
BigchainDB tool while combining a more traditional MongoDB / NoSQL database.
Thus, a hybrid certified messaging model is created, in which the local computer
acts as a node of the BigchainDB blockchain network and the two databases work
together to obtain the result of the immutable, decentralized and distributed

messaging application.

KeyWords: blockchain, cryptography, programming, internet, database, web

application
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1. Ewayoym

1.1 TIpdéAoyog

Awavoovpe pla emoxn otnv omoia to SladikTuo amoTEAEl pHEYAAO HEPOG TNG
KaBnuepvotTag pog. Me TNV TEPAOTIXN TEXVOAOYLKI] QVATITUEN €xel emEADeL
TAUTOXPOVA KL HEYGAT aENGT) OTIG TTANPOQOPIEG TTIOV HETAPEPOVTAL, ETOUEV®G
KATOVOOUUE TN onuacia Tng ooc@aioVs amoBnkevong, emegepyaoiag Kal
AVTAAAQYNG TV SESOUEVWV.

‘Exouv avamtux0el SLa@opeg TEXVIKEG Yl TN SLHO@AALON TNG GUVEXOUS KAL
aSlaAelmtng  €EUTMPETNONG TWV  XPNOTWV  EQAPUOYWV  LOTOTOTIOU, OTWG
Snuovpyla avtypa@wv ac@aieiag 1 eviuépwon OeSOUEVWY OE TIPAYUATIKO
xpovo. OL TeplooOTePeS OLASIKTUAKES EQAPUOYES  HIKPOUESAING KALHOKOG
xpnowomoloVv kKupiwg mapadoolakés Baoelg dedopévwv (Sql, NoSql) yiwa v
amoONKELOT MANPOPOPLWY, TNV AVAKTINOT Kol emeiepyacia ToOug ava Tdaoa
otiyun. Qotooco, Wlaitepa Ta TEAsuTAla XpoOvia pe tnv paydaia dvodo twv Big
Data kat Tnv TavuTtoOXpovn aUinom KUBEPVOETIOEcEWY OE TANPOPOPLUKAE
OUOTNHOTA, VTTAPYEL EVTOVT] avAyKN YL VYMAY a&loToTia o€ OAEG TIG EVEPYELES
oV oxeTilovtal pe Ta Sedopéva (TrY. LETAPOPA, KATAYXWPNON, TPOTOTO(N o) HE
ouvexn €PEVVa YL OA0 KAl ao@UAE0TEPES HEBOSOVG. L€ AUTO TO PACUA KLVEITALT)
texvoAoyia blockchain, mov cuvomtikd eival pia mpwtomoplaky Baon deSopévwv

LLE ATIOKEVTPWEVO, KATAVEULEVO KAL AUETAPBANTO XOUPAKTIPAL.

1.2 Aoun Epyaociag

H mapovoa epyacia Staywpiletal oe 3 onuavtikd ke@aiala. Apxlkd, oto 20
KE@AGAalo TTapovolalovTal OAa Ta oTolEla oV YapakTnpi{ovv TV TEXVoAoyia
blockchain, ntot Twg Eexivnoe kat Twg eEeAilxOnke wg TWPQA, TTOLd ival 1 Sour ™G
KAl TIwG AELTOVPYEL KAL TIOV €XEL EPAPUOOTEL PEXPL OTIYUNG. £T0 30 KEQAAALO
AVUPEPOVTAL AETTOUEPWS OAEG oL TeEXVOAoyleg kal Ta epyaAeia ToOvL
xpnowomombnkav otnv avantuén mg epapuoyns. Tédog, oto 40 ke@dAalo Ba
TpaypatomomBel Tapovsiaon TG AslTovpylag TNG €QAPUOYNG HE Tapabeon

KWSLKA KL TIPAKTIKNY EMEE YN 0.
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2. Blockchain

2.1 lotopwn Avadpoun
[Na va @Tdocovpe otV VAOTIOMON TOU TIPWTOV OAOKATPWUEVOU CUOTHHATOS

blockchain to 2009, mponyndnkav Sid@opa onpaviikd yeyovota mouv odnynoav
OTNV TIPAYUATWOT] AUTNG TNG TIPWTOTOPLAKNG LOENG.

Apxwka, to 1982 o David Chaum peAétnoe v texvoAoyia blockchain oe
TPWLIUN HOpEN Tpoomabwvtag va TepLypAPel ™V ao@oAn  emKOW®VIX
SLPOPWV AYVWOTWY HEPWV PECA OE £V VTIOAOYLOTIKO CUCTNUO KOl VA eEAYEL
KATIOlO KPUTITOYPA@LKO HOVTEADO, Tou Ba pmopovoe va ypnopomowmbel wg
a&lOTIOTOG TPOTOG avTaAAAYNG KAl amobrkevong SeSopévwy yla OA0UG TOUG
XpNoTeG. e mapopolo potifo kwnOnkav kat ot Haber-Stornetta to 1991, mov
Tpoomadnoav va dnuovpynoovy éva Pmelako cvvoro amod blocks ota omoia Oa
amoBnkevovtav Siagopa apyela kat Sev Ba NTav e@IKTO va aAAolwBel 0 xpovog
oV £YLVE 1 EloaywyT Tov kabe apyelov oto cVotnua. H W6éa ¢ aAvoidag amd
kovutid/blocks (blockchain) npBe mo kovtd otnv onuepvr pop@n G, 6TavV TO
1992 o Bayer e@apupoce o€ ovvepyacia pe toug Haber-Stornetta tov
KATOUKEPUATIONO* TTdvw 0TOo povtéAo tou 1991 pe epebiopata amd ta Merkle
trees (Ewkova 1 / pla 8evdpoeldng Soun SeSopévwv otnv omoilor KATW KATW
UTLAPXOUVV Ol GUVAAAAYEG He Ta Sedopéva TOug Kal 000 aveBaivoupe emimedo
YIVETAL CUVEX®WG KPUTITOYPAPNON TWV SES0UEVWV TOU TIPOTYOUUEVOU ETLTESOV
UEXPL VA @TACOVUE o€ éva Lovo hash), pe amotédeopa va eivat OAeG oL CUVOAAXYES
ouvledepéveg PETAE) TOUG KAl KAT'EMEKTAON va eival apketd SVOKOAO va
TPOTIOTIOMNOEL TO TIEPLEXOUEVO TNG AAVG 5.

* 0 katakepuatiopos eivar évag alyoptbuog kpuvmroypapias mov Aaufavel kamoia
dedouéva w¢ eioodo/input UOPENC KAl WS AMOTEAEOUA TPOKUTITEL pia £€€odog/output
KPUTITOYPAPNUEVNS UOPPNS, YVWOTO Kal w¢ hash. To onuavtiké yapaktnploTiké Tov
KQTAKEPUATLOUOD E(VaL TwG OTAV El0dyovTal Ta (Gla dedouéva Oa TpokVTTEL TAVTA TO (510
amoTEAETUA Kal ETOL EAEYyovTal TiéEG hash, kaBw¢ eivar moAD SU0K0A0 va TPokUYEL n
gloodog av eivat yvwotn 1 £€€060¢. TleplocOTePes AeTTOUEPELES Vi TOV adydptOuo hash mov
xpnowomoteitar otnv Tpéxovoa epyacia Ba 60000V aT1o kepdlaio 3, woToo0 KplOnke
avaykaio va evnuepwbel o avayvwaotng yevika yla tnv évvola tov hash mov avapépetal

QAPKETA 0TI CUVEXELQ.

12
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[lepimov 16 xpoévia apyodtepa, To 2008 Snuovpynbnke TO0 TPWTO
KPUTITOVOULopa UTO TNV ovopaocia bitcoin pe kuvkAo@opla ToL emionpov
LOTOTOTIOV bitcoin.org KoL @NUOAOYEITAL OTL AUTO €YLVE ATIO KATIOLO LEUOVWUEVO
atopo N éva oVVoA0 ATOPWV pe TO TPoowvuplo Satoshi Nakamoto. H avaAutikn
Tapovsiacn NG AOYIKNG KAl TNG @0Co@ING OXETIKA UE TO KPUTITOVOULOUX
dnuootevnke amd v (Sl opada avBpwTwy o€ pla avaopa pe titAo 'Bitcoin: A
Peer-to-Peer Electronic Cash System' , 0Tlov kal yiveTtal pia cOVTOUTN EL0AYWYN
otV texvoAoyla blockchain mavw otnv omola PBaciletar to cVotnua bitcoin.
Méyxpt to 2014 oL e@appoyéG TeplopllovTay YEVIKA O0TA KPUTITOVOUIOHXTA Kol
KUpLlwG oTo bitcoin, wotdco N peydAn otpon otnv mopeia Tov blockchain éywe
ue v kuvkAo@opia touv Ethereum to 2015. Empoxeito ywx pia véa popen
blockchain mouv vAomomOnke amd TMPOYPAUUATIOTES (AVAUESH TOUG KAl apKETOL
avBpwot ov eiyav Bonbnoel otnv avamntuén tov bitcoin), oL omolot KatAPepav
va  'EeKAelBWooVY' Kol EVTEAEL VA TPOCEQEPOVV  KALVOUPLEG SUVATOTNTES,
TPWTOTUTIOVG TPOTOLG Xpnong Ttouv blockchain mépav Twv ocvompaTwv
KPUTITOVOUIOHATOG. ZTaSlaKd amo TOTE KAt HEXPL TO TpEXOV £T0oG 2022, dpxloe pia
OELPA TEPAUATWY ATIO ETALPEIEG OE TAYKOOLO ETIMESO Yl EVOWUATWOT Kal
ekpeTdAAevon tou blockchain og Sia@opoug Topel§ .. Xp1)ON OE EVOOETALPIKES

EQPUAPUOYEG AVTOAAXYNG apXELWV TTOV APOPOVV ONUAVTIKE SeSopéva.

Root Hash / Merkle Root

Hash AB Hash CD

i Hash B Hash C i Hash D

o i) o i3

Transaction A Transaction B Transaction C Transaction D

Ewova 1 - lapadetyua Merkle Tree
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2.2 Tevikotepa mept Blockchain

[IpoToV POXWPTCOVUE OTNV AVAAVGT] TNG SOUNG KAl OTA XUPAKTNPLOTIKA TOU
blockchain, kpilvetat okompo va avaeepBel oOvtopa €vag oplopos g
TEYVOAOYIOG KL VO £XEL PIA KATIOLA YEVIKT) EIKOVA O AVAYVWOOTNG.

Ovolwotikd, to blockchain pmopel va Bewpnbel wg éva Sla@opetikd €idog
Baong dedopévwy otnv ool ot TANpoopieg TomoBeToVTAL e PN@LaKn Hopen
oe Sdpopa kovtia (blocks) mov elvar ouvdedepéva petagd toug cav aAvoida
(chain) pe v xpnon kpumtoypagiag, ntot kabe block mepiexel a) ta Sedopéva
tov, B) éva hash amd ta Sedopeva tov kat y) éva hash amd ta Sedopéva tov
mponyovVpevov block (Ewova 2). EmmAéov o0mwg Ba Sovpe, éva cOoTnua OV
xpnowomolel blockchain yapaktnpiletal yevikd amd vymAd emimedo ac@AAeLag
OTIS aVTOAAXYEG SESOUEVWY KAl €UKOAO EVTOTIOUO TUXOV TPOTIOTIOU|OEWV OE
QUTA, TIPOOPEPOVTAG TIG TEPLOCOTEPES (POPEG QUTOUATY EMAVAPOPA  TNG

(PUGLOAOYIKTG KATAGTAONS TNG AAVGiSag.

[ — - - ————

Data

Hash

Hash of previous block

Ewova 2 - llepieyouevo evog block

Ye auTO TO ONUE(D, TPOKEWMEVOL Vo PNV SnuUovpynBolv aocA@eleg Kot
EPWTNUATIKA OXETIKA HE TNV SlO@OPA €VOG KPUTITOVOUIOUATOG OO TNV

texvoAoyia blockchain, mpémel va ava@epBovv Ta TapaKATw:
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e ’Eva KpuTTovoplopa lval amA®S pia Lop@N NAEKTPOVIKOU VOUIOUATOG,
OV XPNOLMOTOLE(TAL Y@ v  Yyivel pla  avtoddayn Sedouévwv
UELOVWHEVA UETAEY 2 XpNOTWV (XWPIS va EUTAEKETAL KATIOLOG GAAOG)
Kal amofnkevetal oto Oiktvo Tou blockchain pe v  xpnonm
KPUTITOYPA@IOG, EV® 0 0PLOUOS YIX QUTN TNV EVEPYELA AVTUAAXYNG Elval
ouvvaAAayn)/transaction. [Tapadelypata TETOLWY VOULOUATWY ATTOTEAOVV
To bitcoin, ethereum, tether, dogecoin kat ToAAG GAAQ.

e To blockchain amoteAeitat amd kovtid/blocks, Ta omoia Tepiéxovv To
KaBéva pla kKAl TOPATAVW OULVOAAQYEG KL TIG TIANPO@OPIEG TOU
QVTLOTOLXOVUV OTNnV K&Be ouvardayn. IMapoda avtd, ya va yivel pia
ouvvoAdayn o€ kamoto blockchain pmopel va unv xpetaletat  katafBoAn
€VOG OGOV KPUTITOVOUIGUATOG 1) Ol TIAN|pO@Oopieg IOV ocLVOSEVOLV TO
kaBe transaction va pnv TEPLEXOUV KPUTTOVOULOUX, OAAQ KATL
SLOLPOPETIKO OTIWG VLo TTAPASELY L KATIOLO KEIPEVO.

e SUUTEPACUATIKA, TA KPUTITOVOUIOHATA XPNOLLOTIOWONKAV w6 1 TIpWTN
e@appoyn g texvoroylag blockchain otoyxebovtag oto va pmopovv va
yivovtal pe ac@aAela Kat aflomoTia cUVAAAAYEG LETAEY ATOUWVY TIOV
Sev yvwpilovtal, xwplg TNV avaykn yia LEGOAA PN 0T GAAWY ATOUWV.

e Apa, to blockchain eivat pio yevikotepn €évvola o€ oxéon HE TO
KPUTITOVOULOUO KOl QTOTEAEl OTIWG ElMAUE pia TPWTOTOPLAKY BAom
dedopévwy otV omoia amobnkevovtal ot cUVOAAAYEG HETAE) XPNOTWV
€lTE YlvovTal UE TNV XP1)OT) KPUTITOVOULOUATWY EITE OXL, TIPOCPEPOVTAS

TPOUEPA TIAEOVEKTIUATA.
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2.3 Apxrtektovikn ¢ texvoAoyilag Blockchain

2.3.1 Baowa xapaktnplotikd

ZEKLVWOVTAG TNV AeTTTOUEPT avdAvoT Yl To blockchain, mpémel va §o0el pia mo
KATATOTILOTIKN TEPLYPAPT] KAL VX TOVIOTOUV TA 3 ONUAVTIKA oTolyelo Tov. XN
YEVIKI] TOU HOop@1) TIPOKELTAL YA [ faon SeSopévwy pe 1) amokevTpwuévo Kol 2)
KATOVEUNHEVO XapakTnpa kabwe ta dedopéva Sev amobnkevovtal o€ Eva HOVO
UTIOAOYLOTIKO oVoTnua ovte Slayelpifovtal amd Pl HEHOVWUEVT] OVTOTNTA
(wotooco €youvv avamtuyBel WwwTwkd blockchain mou pewwvouv tov Babuod
ATOKEVTPWONG), AAAd Stapolpalovtal oe 0A0VG TouG kKOpUBoug Tou SikTuov (kabe
KOUBog €xel to (6o avtlypago tou blockchain) ot omoilol ocuykevTpwTIKA TA
eAéyyxouv akoAovBwvtag €va povtédo ouvaiveons. Emiong, ta deSopéva evog
blockchain 8ev pmopovUv va tpomomomBolv kKabwe autd TPoLvTOBETEL Vo Yivel
Tautoxpova 1 Sla aAdayr og 6Aovg Toug KOpPBoug tou Siktuou blockchain (katt
TIOV TIPAKTIKA €lvAL AVEPIKTO SLOTL 0L VTTOAOYLOTEG elval Slapolpacuévol 6e 0A0
TOV KOGUO, TovAdytotov ota Snuooia blockchain), dpa to blockchain eivat 3)
apetapAnto.

IV Tapakdatw ekova @aivetal pio amAn popen blockchain pe 3 blocks kat
Tapatifetal yia va xpnopomom0el ws mapadetypa emenynong s Soung Tov.

e To block 1 ovopdletat genesis block kat eivat To MpwTo KOLTI TOL
blockchain kat to povadikd mov tomobeteital yepokivnta/hardcoded
amd TOUG TPOYPAUUATIOTEG, OTtav Snulovpyeitar to blockchain. To
previous hash etvat 0000 1 pmopet va eivat otidNmoTE AAA0 OTIWG TrY Eval
string 'this is the genesis block’, kaBwg Sev vVapyeL TTponyovpevo block
oTo omoio va ava@épetat autd to previous hash. To hash elvar 0
KPUTITOYPO@NUEVT Hop@T) TwV Sedopuevwy Tov genesis block.

e To kovuti/block 2 cuvdéeetal pe To TMPONYOUUEVO KOUTI, £QOCGOV TO
previous hash tov 1Z8F eivat to hash tou genesis block. [Tapopoiwg, To
KoUT( 3 ouVSEeTal e TO KOUTL 2 péow Tov previous hash 6BQ1.

e Apa, 6moto block mpootiBetal Ba cuVSEETAL KL LE TO TIPOTYOUUEVO KOl
LLE TO EMOUEVO KOUTL AOYw Tov previous hash. ‘ETol, peyadwvel cuvexwg

N aAvcida Exovtag 'avooia’ oTIG AAAAYEG TwV SESOUEVWV.
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Ewxova 3 - Avanapdotaon €vog blockchain, mov amoteeitar amo 3 blocks

o8, ¢
> Bl e acl X

Wb % 3. Validation
[J----[;J The network of @
nodes validates
1. User Arequests 2. The requested transaction the transaction 4, A verified transaction can
a transaction. is broadcast to P2P and the user's involve cryptocurrency,
network consisting of status using contracts, records,
computers known as nodes. known or other information.
algorithms.
i
1
1
\/
e A}
7. The transaction 6. The new block is added to 5. Once verified, the transaction
is complete. the existing blockchain, is combined with other
in a way thatis permanent fransactions to create a new
and unalterable. block of data for the ledger.

Ewova 4 - Eneénynon Asttovpyiag blockchain
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2.3.2 Aertovpyia Blockchain
[Ipokeévou va Aettovpynoel pia e@appoyn pe xpnon blockchain xpewadetal

va Baciletal Tavw o éva SIKTLO peer-to-peer 1) aAAlwg P2P. Ztnv emikpatéotepn
mepimtwon tov dnuociov blockchain onpaivel, mwg o k&Be k6UPOG TOL SKTVOL
P2P gxel to (810 avtiypao TG aAvoidag kol Ta (Sl SIKawuato Xpriong Tov,
OMAad1 elvat LoOTLHOG e OAOUG TOUG UTTOAOLTIOUG KOUBOUG WG TTPOG TNV Tpdcfaon
KOl TIG ETILTPEMTEG eVEPYELEG TAVW oTo blockchain. EmumAéov, otnv xAacowkn
¢xdoomn tou blockchain dev vmapyxel kATOOG KEVTPLKOG LVTTOAOYLOTHG TIOU Ba
Aettovpyel wg server kat Ba pecoAafel oy emKovwvia TwV KOPBwV, dAAQ 1
EMKOLVWVIA TOVG YiveTal amevbeiag kat OAa Ta SESOUEVA TIEPVAVE ATIO OAOVG TOUG
KOUBovg, aov 1 kaBe ocuvvaAdayn EMKLVPWVETAL KABOAKd& (TAfov £xouv
SnuovpynBel Kol HOVTEAX TIOU EVOWUATWVOUV KOUPBOUG SLOXELPLOTEG LE
TEPLOCOTEPA SIKALWUATA, OAAA AUTO YIVETAL KUPIWG OTA TAAIOLX ETALPELWOV TTOV
Snuovpyovv to S1kd Toug I8LwTIKO blockchain).
TuvoTtika kat pe Baon v Etkova 4, éva Siktuvo blockchain Aeitovpyel wg €&ng:
e 'Evag xpnomng/amootoréag Omuovpysl pla ouvaAdayn Kot Tnv
KPUTITOYpa@el PE TO SNUOCL0 KAELST TOL TAPAANTITY KoL TO ISLWTIKO TOU
KAelSl. Emiong, tTnv vmoypd@el AL pe TO 181w TIKO Tov KAEWSL (Bua 1)
e H ovvallayn otéAvetal o€ 6A0UG TOUG KOUPBOUS Kat HETw TNG UM@LaKNG
VTIOYPAPNS EMIKVPpWVETAL (Briua 2 & 3)
e Av mpoKelTaLl Yl €yKLPN GUVOAAXYT, TOTE TomoBETE(TAL €lTE POV TNG
elte padll pe AAAeG EKKPEUELS CUVAAAAYEG OE KATIOLO TIPOCWPLVO KOUTL
(Bua4 & 5)
e Awdikaocia ouvvaiveong pe Tnv omoia mpootiBetar To KOLTL OTNV
aAvoida. (uetd to Pfriua 5 koL oto Brjpa 6)
e 0 yxpnomg/mapoAnming Aapfdvet v  ocuvvoAdaynq KoL TNV

QTOKPUTITOYPAPEL LETW TOV S1KOU TOL ISLWTIKOU KAELSL0V. (Brua 7)

2.3.2.1 Public & Private Keys

[Mapoda autd, vTApPXEL KATL TIOU SLX@OPOTOLEL TOV KABE LTOAOYLOTH) TOV
SiktOov amd TOUG GAAOVG Kal TPOKELTAL Yl TO povadikd {evydpt Snuoclov Kal
Wlwtikov kAewSov (public & private key), évvoleg mouv ouvdeovtal pe tnv

kpumtoypdenon. I'evikd, o amootoAéag XpnoLLoTolel TO WSLWTIKO Tou KAELSL Kal
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To SMuoclo KAl TOU TAPAANTTN YL VX KPUTITOYPA@NOEL Wi emBupunt
avtaAdayn Sedopévwv kat o TapaAnmIng oOtav AdBet ta SedSopéva, T
QTOKPUTITOYPAPEL KAVOVTAG XPTOT TOU SIKOU TOU SIWTIKOU KAEWSIOU KAl TOU
dnuociov Tov ATOOTOALQ.

Tuykekppuéva opws, oto blockchain ta kAeldid xpnowomololvtal o) ya va
KPUTITOYpa@nOoUV ol GUVAAAAYEG e TO SNUOCLO0 KAELWSL TOL TtapaAnTTn , B) va
yiveL 1 Ym@Lakr) voypa@n TG CUVAAAAYNG LE TO LOLWTIKO KAELST TOV ATTOOTOALQ,
OTIWG ETIONG KAL Y) YLX TNV ETKVPWON TNG UTOYPAPNS HE TO Snuooto kAeldi. To
dnuocto kAeldi Tou kabe xprotn/kouBov elval opatd o€ GAOVGS KAl XPTCLUEVEL WG
uia StevBuvomn oy omola TPOKELTAL VA 6TAAOVV GUVOAAQYEG, EVW TO LOLWTIKO
KAELSL elval yvwoto povo e autov ov avikel ‘Etol, av kamolog xpriotng 0éAeL va
Snuovpynoet pia cuVaAAayn TPOG KATOLOV GAAO XPNOTN, APXLKA KPUTITOYPAPEL
TIG TIANPO@OPIEG e TO SNUOOLO KAELSL TOU TAPAANTITN Kl TO SIKO TOU SLWTIKO
KAeOL. 'ETteLta, vtoypa@el Ym@Lakd thv cuVoAAayT) He To S1KO TOU ISLWTIKO KAELSL
(BT KAESL ATOOTOAEN) KL 1] GUVAAAAYT OTEAVETAL OTASIAKA 0E OAOVG TOUG
KOpBoug  ywa  édeyxo eykvpomntas (Bfriua  2/Ewkéva 4). ZOppwva  pe
QUTOUATOTIOMHUEVOUG aAyopiBpovg emifeBaiwong, TPAKTIKA TTPOKVUTITEL ATO TNV
ymnelakn vmoypa@r ¢ kabe cuvaAlayns pia povadikn Slevbuvon 1 aAALWS To
Hovadiko Snuoclo KAEWSL kal ovykpiveTtal av loovTal Ue TO SNUOCL0 KAELSL Tov
QaTOUOL, TIOV LoXupiletal OTL éotelde TV ocuvvaddayn (Briua 3/Ewova 4). Av 1
Stadikaoio Swoel £yKupo ATOTEAEGHUA TOTE 1) CUVOAAQYT] TIPOKELTAL VX TIEPLEXETOL
oto emopevo kovuti/block mov Ba mpootebel oto blockchain pali pe aAla
transactions, K&TL TO OTIO(0 YIVETAL L€ CUYKEKPLUEVO TPOTIO TOV EXEL OPLOTEL ATIO

TO EKAOTOTE LOVTEAO - AAYOPLOUO oLUVAiVEDT|G.

2.3.2.2 ZuvaAAayn - Transaction

Me amAd Adylwa, cuvaAilayn o€ éva Siktvo blockchain ovopdletal n avtaiiayn
dedopévwyv petadl 2 xpnotwv Kot auta ta Sedopéva umopel va eival wg yvwotov
KPUTITOVOUIOHOTA TIOU HETAPEPOVTAL ATIO £V NAEKTPOVIKO TIOPTOPOAL O€ KATIOLO
GAAo, OpwG pmopel va €Youv Kol TEAEIWS SLPOPETIKY LOP@PN YL THpAdeLya
UNVOpOTa KEWEVOU (OTIWG 1) TPEXOVCNK EPUPUOYT] UNVUUAT®V) 1 NAEKTPOVIKAE
Eyypaa, apxela povoikng, apxela ewkdovag (avtd sival akdpo oe €PELVNTIKO
otddL0).

19



Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -
['epdopog Bapvng

ZuvnBwg éva transaction oe kamowo ocVoTnua Tov meplapfavel blockchain
elval éva avtikeipevo (object YAwooog mpoypaupatiopoV), To OTolo TEPLEXEL
KATOLEG 8LOTNTEG. AUTEG Ol WBIOTNTEG €lval aUTO TOU KOAE(TAL TIEPLEXOUEVO
OUVOAAQYNG KAl Ol Kuplotepes elval 1o povadikd Id g ouvvaAlayng, to
Timestamp mov eival To ToTE Snuovpyndnke 1 cuvaidayn, to SenderPublicKey
kat RecipientPublicKey 1tol Ta Snuocia KAEWSLA TOU ATTOCTOAEQ KAL TIAPAATTITY),
to Data mou TpaKTIKA elval Ta Sedopéva Kol PTOPOUV VA TEPLEXOUV TIOCO
KPUTITOVOUICUATOG 1) UNVUHA KELLEVOL (KPUTITOYPAPNUEVO KL OXL WG ATAO string,
OTwG @aivetat edw Yyl Adyous eme€ynong) 1 EMUEPOUS QVTIKEIUEVO WE
TANpo@opies kaL N Yneakn voypaen DigitalSignature mov ypnoomoteltal amo
TOUG KOUPBOUGS Yl EAeyxo eykupOTNTAG. ANAadn 1 cuvaAdayr) Ba glval TG Lop@ng
(Tuxaieg TIpES):
transaction = {

"Id": "135486913",

"Timestamp": "16:15:44 02/11/2021",
"DigitalSignature":"cad8bfa461829ec59c2dda78cc9042e30976574deaeda27c306e4f1

0f6770d0bbd470d7f2e3bf1a962247da88529391d"
"SenderPublicKey":"990552¢9675aca8b04db925234fcc441ecc5c172a98e29f1cadcc32
61c22cd60b2a06d45c2513a3174a65a921b23fe4b",
"RecipientPublicKey":"74897963d85c8500c6fbc22276cb4c7b12e4bd9180818b5e82c
a5d943cae9dd85c7212fe3dfbf4fe06c513c944a24a41",

"Data": "encrypted text message or another object",

}

'EToL, agov emikupwBovv oL GUVAAAAYEG TOTTOOETOVVTAL € KATIOLO TIPOCWPLVO
block (Bnua 5/Ewkovag 4) kat akodouvbel n Swadikaoia cuvaiveong yux tnv

TpocBNkn Tov oto blockchain.

2.3.2.3 Movtéha Zuvaiveong

Aowmov, €xouv NON YIvEL APKETEG avaPOPEG 0TOV 0po cuvaivesn, adyoplOuog
ouvaiveong, povtédo ouvaiveong oe éva diktvo P2P mou Aettoupyel pe blockchain
KAl 0VUCLAOTIKG OAEG oL €vvoleg avTikatomtpi{ouv Tov Tpdmo, TNV HEBoSo Tov
akoAovBeital wote va An@Bei n amdé@aon yia TV mpoodnkn evog block 1 6xtL otnVv
aAvoida (peta to Priua 5/Ewova 4 kai mpwv to fHua 6/Eikova 4, To Kouti Tov

TIEPLEXEL OAEG TIG EKKPEUEIG oLVAAAaYEG ToTOOETEITAL O éval TIPpOooWPLVO omnpeio
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HexpLva ByeL To amotéAeopa Touv adyopiBpov cuvaiveons. Emopévwg, 1 ovvaiveon
ovpBaivel avapeoa oto Pripa 5 kat Bpa 6 TG TPONYOUHUEVNG EIKOVAG). X€ aUTY)
mv Swdikaocia avdAoya pe TO HOVIEAO B LTAPYOUV EUOIKA SLAPOPES
TPOVTIODETELS TTIOV TO XApPAKTNPI{oUV Kol OKOTOG TNG €lval va TPOKUTTEL KABE
POpA& HoOvVo pioe peAAovTikn katdotaon touv blockchain, kowwg amodekty amo
0A0VG TOVG XPNOTES XWPIS va TiBeTaL B alomioTiag.

[MAéov, €xouv avamtuyxBel &ekadesg TMPWTOKOAAX ouvaiveong UE TA
ONUAVTIKOTEPA Kol Lo Stadedopéva va eival Ta eENG:

» Proof of Work / PoW: Ilpokeitat yia To SlXonUOTEPO HOVTEAO TOU

xpnowomoleitat  oto oVotnua bitcoin  (0cAA& kat oe  GAAa
KpuTITovopiopata) Kot TeEPAapUBAVEL TIG TIOAD YVWOTEG £VVOLEG mining,
difficulty, nonce. O Tpéxwv aAyoplOuog yia va TpocSwoel To emBLUNTO
amotéAeopua NG TPOoHNKNG kawovplouv block otmv  aAvoida,
mepAapupavel v gvpeon AVoNG o€ SUOKOAEG HAOMUATIKEG TIPAEELS
Katakepuatiopov-hash kat n Stadikaoia avtny ovopaletat mining. IMo
ouYKekpLéva, oto Siktuo Tov bitcoin pubuieTal avtopata pia TIn
difficulty wote o péoog xpovog mpooOMkng block va eival mepimov 10
AETTA Kol VTTOSNAWVEL TOoo SVOKoAO elval va Bpebel n Avon Ttov
mpofAnuatog, SnAadn va Bpedel pia Tiun hash 64 Yneiwv dekaefadikng
HOPENGS TIOU aplBunTika eival pikpotepn 1 lon pe éva dedopévo hash
(target hash).

0 tpoTog mov mpoomabel 0 kabe xprotns va Bpel Tnv Twun hash kat
VO 0OAOKATpwOEL TO mining, eivatl pe aAAETAAANAEG SOKIUEG TTAVW GTO
hashed block header (to omoio elvat povadiko kal avTioTolyel povo oto
block, To ekdotote block mov mpokeltal va mpootebel oto blockchain
Kal TIEPLEXEL TIANPOPOPLES Yo TIG ouvaAdayéeg Touv block) aAAdlovtag
KaBe @opa povo éva voupepo mov ovopdaletal nonce. O ypnyopoOTEPOS
miner mov Ba pmopécel va Snuovpynoel to hash mov avtiotouyel
apOUNTIKA o€ PIKPOTEPT 1) o1 T PE To emBuunTo block header (amo
To omolo TpokVTTEL TO target hash), maipvel wg avtapolpn éva moood
bitcoin kat To kouti TpooTiBeTal 6TV aAvcida. I'a va yivouv auTég ot

TOAVUTIAOKEG TIPAEELG KATAKEPUATIOUOV KAl VO LTIOPEGOVV Vo KepSicouv
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oL miners, onpaivel 6TL £X0VV SOVAEPEL Yl TO amOTEAEOHA (QUTT) ElvaL T
amodelen ™ dovAeldg, to proof of work) kat voxpewtikd StaBétouv
UTIOAOYLOTIKA OUOTNUOTH HE OTIOTEUTA HEYAAEG EMECEPYAOTIKES
IKovOTNTEG, 0AAWG B NTAV aVEPIKTO va TPEEOUV TPWTOL TOUG

aAyopBpovug hash kat va yivetl to emttuynuévo mining.

» Proof of Elapsed Time / PoET: YAomoufnke amd tnv maclyvwotn
etalpeia Intel kat Baociletal oe pio yevwnpla moapaywyns tuxaiwv
apOUWV OV AVTIOTOLXOUV O€ YPOVOUG QaVAUOVNG. Anpiovpyovvtoal
AoLtoV Tuyaiol xpdvol oV TPETEL Vo TIEPLUEVEL 0 KABE XpNoTNG TOL
Siktvov blockchain kat avtdg oL TEPiEve AtyOTEPO, Elval AQUTOG IOV
kepdilel To Sikaiwpa va mpoobécel To véEo koutl oto blockchain.
Q0T1600, CUHPWVA PE TIS TPOSLAYPAPESG TOV povTéAov proof of elapsed
time elval VTTOXPEWTIKO Va EAEYYXOVTAL KAL VO KATAYPAPOVTAL OL XpOVOoL
QVOHOVIG OAWV TwV KOUPBWV KAl 1] CUVOALKT SIKTUOKY] CUUTIEPLPOPX
TOVG, WOTE VA SLHo@AALZETAL OTL TO ATOTEAEOHUA TAV OVTWG TVXALO KAl
av N Stadikacia SievepynOnke pe Sla@Avela, TOTE TPAYUATOTOLETAL 1)
evnuépwon tou blockchain pe to kawvovptlo block oe 6Ao To SikTvo.

» Proof of Stake / PoS: AmoteAel {owg Tov 20 Slaonuotepo aiyopbuo

ouvaiveong o€ éva Siktuo blockchain, petd to proof of work kot vmtapyet
otov adyoplBpo tendermint ov xpnopomoteitatl oto BigchainDB, 6mwg
Ba Sovpe ot ocuvéxela. Xto proof of stake 6AotL oL xprioTeg umopovv va
TOVTAPOUV  KATIOLO TO0CO KPUTITOVOUIOUATOG, TPOKEWEVOL v
amokToovv Sikaiwpa cvppeToxns otn Sladikacia Tov TeAKG Ba
odnynoel otv mpoodNkn véouv block otnv aAvcida. Etol, o kabe
xpnotng mpoteivel kamolwo block mov Bewpel 6Tl pmopel va yivel to
emopevo oto blockchain kat otéAvel To Too6 MoV emBLpEl wg stake. To
00O TOU £xel BEOUEVOEL TPOOCWPLVA O XPNOTNG, TOU OSlvel TNV
mOavoTNTA Vo emdeyel wg emkvpwTig/validator, SnAadn va elval to
Sko tov Tpotewopevo block mov Ba emekteivel TNV aAvoida (e@doov
BewpnOel 0TI MANpel OAeg TI amaltioels evog véou block Ty, Tl €xel
previous hash tiym, mov woovtat pe to hash tov mponyovpevou block).

Ava@epnkape otnv mOavoTnTA EMAOYNG €vOG kOUBov wg validator
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Tov emopevou block, kabwg autd Sev eaptdtatl povo amd to MOCH
KPUTITOVOUIOHOTOG TIOU TIOVTAPEL KATOLOG OAAG LTIAPXOUV SLAPOPES
emmpoobeteg petaffAntég mov kabe @opd Ba mailouv poAo oTov
aAyopipo.

ZuvmBwg, elvat n ToAaoTTA €VOG KOUPBOU 1] TO AgyOpEVO coin age Kot
ovoLlaoTIKG Oelyvel TOoo Kapd Tpoomabel €vag kopfog va yivel
EMKLPWTNG, dMAad TOCO KAPO TO TOOO TOU Eelxe TMOVTAPEL €XEL
Tapapeivel SeOPELUEVO Kol UEYQAVTEPN TLUY ONUAIVEL HEYAAVTEPT
mlavotnTa va emAeyel oto Gueco péEAAov. Emiong, n  Seltepm
TAPAUETPOS oV SVvatal va cuumepAapufavetal oto povtéAo proof of
stake elvar n Snpovpyla evog hash string yia 6Aovg toug kO6pBous wg
amoTéAeopa piag Tuxaiag akoAovBiag cUPBOAWY KAl CUVESVACTIKA [E TO
TOVTAPLOUX TOUG TPOKUTITEL Yyl Tov kKabBéva pila tun. To kaAvTtepo
QATMOTEAECUQ, 1] LEYOAVTEPT) TLUN KEPSIZEL KL TPAKTIKA pTOSI{ETAL AUTO
mov ocvpPaivel oto proof of burn (va suvoeital cuVEX®WSG AVTOG IOV ATIAK
TIOVTAPEL TA TIEPLOCOTEPA KPUTITOVOUIoHATA), KABWG 1 TLun Tov Byaivel
amd Tov OAYOplOHO epTEPLEXEL KAl TOV Tapdyovta Tuxn. E@oocov
Kamolwog xpnotng yivel validator kot mpoteivel éva block, peta
akoAovBel 1) €ykplon tou block amd 6Aoug Toug vTTOAOLTTOUG KOUBOUG Kot
TOTE TpooTifeTtal otV aAvcida, e TO TOCO TOVTAPIOUATOS VA
EMOTPEPEL GTOV XPNOTN (VTTAPXOUVV PEPLKEG TTAPAAAAYEG TOU TTAPOVTOG
HOVTEAOL Trov emIBPAPBEVOVY TOV ETKVPWTH EMTPOCOHETA PE KATIOLO
T000 KPUTITOVOUIOPATOG, OAAG OTNV YeVIKN pHopen JSev  Sivetal
avtapolfny). e Sla@OpPETIKN TEeEPITTWON un €ykplong tou block, o
xpnotng xavet to stake kat n Sadikacia Eekvd amd v apxn He TV
ekAoyn véou validator kopfov.

» Proof of Activity / PoA: Mia evSiag@épovoa ouvOTapén Twv

onuavtikotepwv povtédwv proof of stake kat proof of work, elvat to
proof of activity kot Siaipeitat oe 2 otadia. Apxika, mepAauBavel to
mining Tov peAAOVTIKG VvEéOou kouTwoU oto blockchain pe Baom v
EMEEEPYAOTIKN oYU TwV KOUPBwV, ocvuwva pue to proof of work kot

émelta N Asttovpyla Tov povtédov petafaivel oto proof of stake. Xe
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auTto To onueio €xelL NéN Ppedel To KoOUTL OV TPOKELTAL VX TTPOOTEDEL
otV oAvolda, aAAd Sev €xel emkupwBel. Emopévwg, pe Baon v
Stadikaoia oL ava@EPONKE TPONYOUUEVWG YIVOVTAL TIOVTAPIOUATH
amd 0Aovg Toug BavoLg validators Kot EMAEyovTaL KATIOLOL 1) KATIOLOG
yw va to emkvpwoovv. H emioynq twv validators (ocuvBwg eivat
TAPATAVW aTd €vag) TPAYUATOTOLEITAL eV UEPEL TuXala, KOHBWGS TIAAL
AapBavetal VTOYMV TO OGO TMOVTAPIOUATOG AAAA Sev amoteAel Tov
Hovadiko Tapdyovta emAoynS. Qotooo, 6w Sev TPOTEIVETAL KATIOLO
KOUT( QIO TOUG EMIKUPWTES KAl 1) SOUAELA TOUG €lval amAd va EAEYEoLV
av To kKouti amd to mining eivat 0T cWOTH HOpPEN Yl va TipooTtedel
otV aAvacida.

Ol amoPelg SUoTavTal Yyl TO CUYKEKPLUEVO TIPWTOKOAAO oUVAIVEDT|G,
amo ™ pla peptd moAAol Bewpovv OTL Sev elval WoLaltepa XprOLULO POV
TAAL  xpewalovtal TOAU SuvaTtd UTOAOYLOTIKA GCGUOTHUATH KOl
KAT'EMEKTAON HEYAAN KATAVAAWON TNAEKTPIKOU PEVUATOG Yl VA
AELTOVPYNOEL OAAQ ATTO TNV QAL PEPLA ETIKPATEL ) ATTOYN OTL EVIOXVEL
™MV QAMOKEVTPWOTN TOu ovotiuatos blockchain, yuwatli 1 guBivn
TPOocON KNG VEou KouTloV Stapolpdletal petafd miners kot validators
(Abyw Tou ouvvdvaoTikol aAyopiBuov, eival eEalpeTIKA OTGVIO VA
TIPOKUTITEL CLVEXWG 0 (510G miner movu va eivat kat validator kot TOAAEG
POpPES auTO eAéyxeTal). Le kKAOe TEPITTWOT 0 Miner KAl oL EMKVPWTESG
Aappavouv avtapotfn, 6tav To kouti mpootedel otV aAvoida.

» Proof of Capacity / PoC: Xe avtiBeon pe tnv mepimtwon tov proof of

work, oto proof of capacity oL xpnoteg mov cuppetéxouvv oto blockchain
SeapevovV YWPO GTOV OKANPO SIOKO TOUG TPOKEHEVOU VA UTTOPEGOVV
va kKAvouv mine to emopevo block. Zuykekpuéva, avtiotoya pe To proof
of work maAL o otoX0G elvar va Bpebdel pia Tiun hash pe Baon to block
header tov véou koutiov Tov Ba Tpootedel, Opws 6w Sev yivovtal
ovvexels Sokiuég kabapa pe Baomn TV emegepyacTiKn oYXV aAAd Tailel
OTNUAVTIKO pOAO KUPIWG 0 ATTOONKEVTIKOG XWPOG TOV OKANPoU Siokov.
To MpwTo oTAS10 Elval va aTTOBNKEVTOVV KATIOLA TEPACTLA ApXElX GTOV

okAnpo dloko kol autr elval pla apketa xpovoBopa Sadikacia, agov
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amofnkevovTal cuveXWS TIIOAVES TILES LOVO TOU aplBpov nonce (Kot Sev
yivovtal Sokipeg mdvw o 0AdkAnpo to hash) mov Ba Swoouvv v AVon
yw to emopevo block (okepTtelte 0Tl TMAAL TipemeL va Bpedel pila Tiun
hash 64 ymeiwv dekaedadikng Lop@nNG Tov aplOuNTIKAE eival pikpdtepn
n lon pe éva Sedopévo hash, to omoio kabopilel to véo block g
aAvoidag cvp@wva pe to block header mov avagépbnke oto proof of
work. ATAwG, edw €xel amopovwOel 1 edpeon Tou aplBuoy nonce otV
Stadikaoia kol To vtoAolo pépog Tov hash Bewpeital otabepa, xwpig
Vo EUTAEKETOL OTOUG UTOAOYLopoUG). ‘Otav  oAokAnpwbel oavtd
akoAovBel 1 @d&on Tou mining kKAl TPAKTIKA AUTO OV Yivetal givat
ovveyeic vmodoylopol pe Bdaomn TIS AMOONKEVUEVEG TIUEG GTOV OKANPO
Sloko. ‘000 PEYOAUTEPOG 0 YWPOG Tov SlateBnke otov okAnpd Sioko
TO0O0 TEPLOGOTEPEG Ol TOAVEG TIUES, Apa PEYaAUTEPT TBavOTNTA VA
Bpebel pia AVom tou MPOPAUATOS Yl TNV TPOCHNKN TOU EMOUEVOU
kouTLoV. O KOPPOG oL B KAVEL EMITUXWS TNV TPOCGONKN TOU KOUTLOV
AQUBAVEL TNV OXETIKT AvTAUOLPT) O€ KPUTITOVOUICHATAL.

Me amAd Adyla, avtn 1 péEBodog elval pia mapaAdayn tov proof of
work otnv omola Sev xpetalovtal TAEOV aKPpAieG TIUEG ETTECEPYAOTIKNG
SUvaung aov oL vVTToAoyLopol Sev YivovTal 6€ TpayHaTiko XpOvo TTAvVw
o¢ hash values 64 ym@iwv, aAA& otdxog eivatr n edpeon povo evog
apBuov mov Otav cvvdvaoTtel ue to hash va dwoel v Avorn. Ty
TpEYOLVOoN TEPI0BO DEWPEITAL APKETA OLKOVOULKOG TPOTIOG, WOTOCO SeV
elvat amiBavo va avinbovv oe Tpedd emimeda oL SLUVATOTNTEG TwWV
okAnpwv Slokwv kal va TpokVYPeL éva avtioTolyo Bépa Tov mining pe
TIG EEWPPEVIKEG ATIALTIOELS O€ KAPTES YpaP KWV oto proof of work.

» Proof of Burn / PoB: H ovopacia mpoépyxetal amd To yeyovog OTL oL

xpnotes o€ éva blockchain mov Asttovpyet pe proof of burn, mpémer va
Kayouv, NTOL VA CTIATAAT|O0UV KATIOLX ATtd T KPUTITOVOUICHATA TOUG
yw va umopécouv va yivouv miners tTwv emopevwv blocks. Ag'evog, n
Stadikaoia auty kab'autn pe TNV omola eMAEYETAL KATIOLOG miner givat
toyxala  kat  oflOToT),  oAAQd  a@’eTEPOU 000  TEPLOGOTEP

kpumtovopiopata &odeouv oL Xpnoteg TOCO MHEYAAUTEPN Elval 1
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OUUUETOXT) TOUG UECA OTO OCUVOAD TWV XPNOTWYV, OO TOUG omolovg Ba
EMAEYEl eVTEAEL KATIOLOG WG miner. PAVTAOTEITE, OTL TIPOKELTAL YL TNV
ayopa& AQXV®WV UE TOUG OTIOLOVG TIPOKELTAL VA YIVEL KATIOLX KA pwon Kot
elval amoAVTWE A0YIKO, TIWG AV KATIOLOG £XEL AYOPAOCEL TTOAAOUG AcXVOUG
EXEL KAL LEYQAVTEPT TOAVOTNTA VA EIVAL O VIKNTNG TNG KA PWONG, OUWS
SeV ATMOKAElETAL KAl KATIOLA OTLYUN VA KEPSIOEL KATIOLOG TIOU £XEL TIAPEL
vy mapadetypa 1 Aaxvo otoug 100. Emopévwg, mpoKeltal yia €va
oUOTNUA TIOV EVVOEL AUTOVG OL OTTO(OL E(VaL TIPOVOULOUXOL KOl €XOVV TN
SuvatotnTa va E06€00VV CUVEX WG KPUTITOVOUIOUATA.

» Practical Byzantine Fault Tolerance / pBFT: ' va yivel katavontd mwg

Aettovpyel o aAyoplOuog practical byzantine fault tolerance, mpémet
TPpWTA va meplypagel n évvolx byzantine fault tolerance, dnAadn 0
Bulavtivi] avoyn o€ CEAAPATA OTIWG elval 1 akpPfng HeTd@paon.
[IpokelTal Y KATL OV Yapaktnpifel éva cvotnua SleouvoeSePEVwY
KOPBwV, cav autd Tov Asttovpyel pe v texvoAoyia blockchain kat
AVOPEPETAL OTO YEYOVOG OTL pmopel va TMETLUXALIVETAL 1| OLUVALVEOT
HeTady Twv KOUPwV, aKOUA KoL OTAV UTIAPYOULV TPoLApaTa
EMKOLVWVIAG 6TO S{KTLO. LTN CUYKEKPLUEVT TIEPITITWON LOXVEL TTWG OAOL
oL k6ot Yneilouv kot To amoTéAeopua TTPOKVTITEL aTtd TV TAELOYM@ia,
OUWG To TIPOPANUa eival TL yiveTal av kamotot kopfot ev kataypdaouvv
™mv Yn@o toug éykatpa (VTTAPXEL XPOVIKO 0pLo) 1 1) uTtoTIOEUEVN YOG
TOVG TIEPLEYXEL AOYETES UE TO BEUA TIANPOPOPIES TTIOAVWG NOEANUEVQL
Ytov aAyoplBuo practical byzantine fault tolerance ot mapamavw
KOUBoL BewpolvTal EAATTWHUATIKOL KAL aapovvTal amd To GUVOAO NG
yneo@oplag, wote To amoTéAeopa va Byalvel HOvo amo TG EYKUPES
ymovg. H yevikn mapadoyr) elvatl 0TL ylx va AELTOUPYNOEL TO CUOTNUA
TPEMEL TTAVW oo TA 2/3 TwV KOUBWV va TTapouctd{ouy PUGLOAOYLKNY
ouvuTepLpopd, SnAadn akopa kot av oxedov to 1/3 Sev Sivel €ykupeg
ymMovug to SikTvo pmopel va ouveyioel va o0VAeVEL Kavovikd. Xe kabe
Stadikaoia ocuvvaiveong mov Tpéyet oTo SIKTUO VLTAPYEL TAVTA EVAG
KUPLOG KOUPOG Kot oL UTTo-KOUBOoL, HETA aTtd SOKIUEG TIOV YivovTal Yo va

agalpebovv ot eAattwpatikol koot I'a mapadetypa, o kOpLog kKOUPog
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HETA@EPEL TO BEpa Ym@ooplag TPog OAOVUG TOUG UTIOAOLTIOUG TL.Y. AV
i ovvaAdayn eival €ykupn ylx vo UTEL OTO EMOUEVO KOUTL TNG
aAvoidag kal TTpokVTTEL TO amoTéAeopa. To TPpwTOKOAAO T amoTeAEl
KUPLWG TOV TPOTIO OV amo@acileTal Tws Ba cupmepLpepOel To SikTLO
YW To av KA&molo transaction eivat €ykvupo OTav LTAPXOoLV BEéuata pe
TpofAnuatikoVs koOpBoug, SnAadn TPOKELTAL O TOAV YLX TIOALTIKY
AC@OAEIOG TOPA YLt UOVTEAO OUVAIVEOTG OXETIKA UE TO TwWG Oa
dnuovpynBel to emdpevo kouti tou blockchain. I'a avtd tov Adyo

ouvvavtatal cuvdvaoTikd pe to proof of work 1} To proof of stake.

2.3.2.4 Block

Me KATOLoV Ao TOUG TTAPATIAVW TPOTIOUG CUVAIVESTG EXEL TTAEOV TipooTEDEL TO
véo kouTi oto blockchain, wotdo0 To E6WTEPIKO KoL 1) Soun} Tov Sev elvat akpBwg
OTWG TEPLYPAPNKE oVH@wvVa pe TNV Ewova 2 kabw¢ ekel avapépOnke
TEPUANTITIKA TL TEPLAAUPAVEL Eva KOUTL yLa va £X€L A YEVIKN L8EA 0 avaAyVWOTNG.
e auTO TO OMpelo, VTTAPYXOLVV APKETEG TANPOWOpPies Kal To LVTORabpo yax va
katoavonBel Aemtopepws TL yivetat péoa oe éva block. Emouévwg, to block
xwpiletal yevika o€ 2 koppdatia o) oto block header kat ) oto block body mov
TIEPLEXEL OAQ T transactions.

* [Ipoooym, kaBw¢ authn N avaAvon eival YeVIKEVUEVT KAl ATAWS ATOTEAEL TV
paon yia petafaon oe Stapopomonuéva ovotnuata blockchain. Ilpaktikd, ta
kouTia o€ kaBe blockchain eival apketa mOavo va unv mePLEYOVV KAToOLX Ao TA
TAPAKATW TUNUATA 1] VA TA EYOUV SLAPOPOTIOL)OEL, TPOKELUEVOU VA AELTOUPYOUV
kaOe @opa ue tov emBuunto tpomo. 'a mapadstyua ta nonce kat difficulty dev
UTTAPYOVV O€ TEPITTWOELS IOV TO blockchain 6ev Asttovpyel ue kpvmtovoulouata 1
ue proof of work, evw to merkle root hash moAAés popéc amoOnkevetal aArov.*

‘Exet on avaeepBel n evvola block header moAU cuvomTikd oTta HOVTEAQ
OUVAIVEDTG KOl CUYKEKPLUEVX TIEPLEXEL:

e previous block hash: Eivat n kpunttoypa@nuévn popen twv dedopévwy
(6Awv Twv cuvvoaAdaywv) tou mponyovuevou block kat ocuvdéel To

TPEXOV KOUTL LLE TO TIPONYOUVUEVO.

27



Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -
['epdopog Bapvng

e current block hash: Eivat n kpumtoypa@nuévn popen twv deSopévwy
(6AwV TwV cuvaAdaywv) Tov TpExovtog block.

e merkle root hash: ZOppwva pe v Aoywn twv Merkle Trees, mou
meptypa@nke kat otnv Ewkova 1 (o€l 13) ot cuvaAdayég xwpillovtal o€
Cevydpla Kal KpUTITOypa@ouvTal Ta Sedopéva Toug pe adyopBpo hash.
‘Emetta, ta hashes ywpifovtal mdAL oe {euydpla Kal KPUTITOYPAPOVVTOL
€K VEOU KUl UTO emavaAapBavetal pexpt va mpokvel pévo éva hash,
To omtolo ovopaletal merkle root hash.

e block id: 'Evag povadikog aplBudg mov xapaktnpilel To oUYKEKPLUEVO
block péoa e 6An v aAvoida.

e block number / version: Zuv0wg ava@épetal cuvévaotika pe to block
id, woT000 0€ TTOAAEG TIEPIMTWOELS Elval EEXWPLOTO Kol Tpoadlopilel TNV
¢xdoom tov blockchain cuotipatog katd v omola SnpovpynONKEe.

o (difficulty: Ilpocdiopilel Tqv SuokoAia Tov B GLVAVTICOUV OL XPNOTES
oto mining evog véou block kat oxetiCetal pe to target hash. To target
hash amotelel T0 Oplo MOV Sev TMPEMEL v EEMEPATEL 1 APLOUNTIKN
AQVaTaPAcTAOT €VOS Katakepuatiopévou block header. Ovowaotika o
miner mpémel va Bpel pe Sokipég pia Ty hash 64 ymeinv dexaefadikng
HOPENG TOV aplOUNTIKG eivat pikpotepn n (on pe éva deSopévo hash
(target hash), maipvovtag kabe @opa ta dedopéva tov block header,
aAAalovtag uoévo TNV TLUN TOU nonce Kal TPEXOVTAG TOV aAyoplOuo
hash. Me amAd Adyia, to difficulty elvat évag aplBpog mov Sivel méoa
ynela mpémel va petaffAnBolv oto hash mov teotdpouvv ol xpnoteg,
WOTE VA Yivel To mining kat puBpiletal autopata ylo va eivat otabepog
0 H€oog XpOvog TtpocsON KNG véwv blocks.

e nonce: OTwg ava@epOnke kat ota poviéda ovvaiveong proof of work,
proof of capacity eivat évag aplOpog mTov apykd LETABAAAETAL CUVEX WS,
wote va Bpedel To ocwoto target hash (mining) tou koutloy Tov OB
odnynoel teAikd oty mpoodnkn tov oto blockchain. E@dcov to kouti
mpootedel, TOTE AUTOG 0 aPlBUAG SelyveL TTOLA TAV 1] LOVASLIKT] TLUT) TOV

nonce mov 061N yNnoE GTO EMTLYXEG Mining.
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e timestamp: H xpovikn} otiyun mov to Kouti tpootédnke otnv aAvoida.
[Ipo@avws kabe kouti avtiotolyel oe timestamp Tov elval apyotepa
amd To TponyoVuEVo KoUTl. AnAadt 6Aa ta kouTia oto blockchain eivat
toflvopunuéva pe Baorn to timestamp, fekwvdape amd To genesis kat
EMELTA KAOE KOUTL AVTLOTOLYEL O€ HETAYEVEGTEPT XPOVIKI] OTLYUN ATIO TO

TLPONYOVUEVO.

Imv Ttpéxovoa epyacia Sev xpnowomoleitar oVotnua blockchain pe
KpumTovopiopata oute povtédo ouvvaiveong proof of work, proof of capacity.
'Omwg B avaivBel kaL oto kepaiaio 4 dev Ba meplapfavovtal oto k&be block
kaveva amo ta nonce, difficulty aAAd ovte kat ta merkle root hash, block number
oV Tapdyovtal autopata amd to diktvo BigchainDB. Kabe block Ba mepiéyet
current block hash, previous block hash kat to data, mov Ba mepiéxel Stapopa
dedopéva. Itnv vAomoinon G e@apuoyng pag kabe block elvat éva povo
transaction, d&pa ot 1810TTeG block Id, timestamp 6a tavtifovtar pe TIg
QVTIOTOLXEG LOLOTNTESG TNG OLVOAAAYTG. L€ YeVIKEG Ypauués, Ta blocks Ba €xouv

TIPOCEYYLOTIKA TNV LOPPY] TG TTAPAKATW ELKOVAC.

( (
/ \ 1 v \ ( $ \
GENESIS BLOCK PREVIOUS BLOCK HASH PREVIOUS BLOCK HASH
DATA DATA DATA
CURRENT BLOCK HASH CURRENT BLOCK HASH CURRENT BLOCK HASH
\ / \ / \ /

Ewova 5 - Tpomomowmuévn Soun twv blocks yia tnv mapovoa epyacia
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2.3.3 Katnyopieg Blockchain

Méyxpt otiyuns n texvoAoyia blockchain pmopel va e@appootel mavw oe 4
KUPLEG KATNYOPlEG cUCTNHATWY, Apa TA SIKTLA IOV AgttovupYyoLV pe blockchain Ba
QVIIKOUV O€ KATIOLO OTIO TA TTAPAKAT®W HOVTEAX 1] € GUVESVAGHOVG AVTWV:

1. Public Blockchain: Xuvifwg xapaktnpilovtat kat amdé tnv ovopaoia
permissionless, kaBw¢ oe autég TG aAvoideg pmopel omoloodnmoTE
XpPNoTng va e€0éABel kat va yivel kOpBog tou SiktUov, XWPILS va
amotteltal kamoov eidovg ddela 11 €ykplon. To dnuocio blockchain
XPNOLUOTOLE(TAL KATA KUPLO AOYO 0€ CUCTNHATA HE KPUTITOVOUIOHATA
Kal 1 SLaYEIPLOT TOV YIVETAL CUYKEVIPWTIKA amd OA0UG TouG KOULoUg,

OVPPWVA UE TIG SLadIKATIEG CUVAIVESTG TIOU TIEPLY PAPNKAV.

2. Private Blockchain: Zto Siwtikd 11 aAAwwg permissioned blockchain,
XPELWALETAL £YKPLOT Yl VA UTIOPECEL KATIOLOG VA €YYpPa@el oto SikTuo
Kal va TIpaypatomomoet Sta@opes evépyeles. H amdé@aon ya 1o av Oa
€l0éA0eL 0TO cVOTNUA £VAG XPNIOTNG TIOV KAVEL aitnon, Aaufavetal amo
NV EKAOTOTE eTalpela TTov Snuovpynoe to blockchain kat £xel To poéAo
Tov Sayxelplot. ‘Evag xpriomg mov Ba KatagEPEL va PTTEL 0TO LOLWTIKO
blockchain 8ev amoteAel auTOpATA LIGOTIHO KOUPO HE TOUG UTTOAOLTTOUG
TOU SIKTUOU KOL Ol EMITPETOUEVEG EVEPYELEG TOV kKaBopllovTal amod Tov
Staxelplot. Emopévwg, oe auty v katnyopia blockchain vmapyet pia
KEVTPLKI] OVTOTNTA IOV B PEMEL va SwoeL TNV Adela-permission ylx to
av Kol TOTe Ba YIvel KATIOLOG HEPOG TOU SIKTUOU KoL EAEYXEL AVA TTAOX
oTlyun mowd Ba eival 1 ocvumeplpopd Tov KAbe kOuPBov cE aUTO TO
Sixtvo, yla mapaderypa av Ba emKUpWVEL cLVOAAAYES (Sikalwpata
KopuBov).

3. Hybrid Blockchain: Xg avt] tnv vBpdikn HOpE XPNOLULOTOLOVVTOL
XAPAKTNPLOTIKA aTO AUPOTEPA TA TAPATIAVW MOVTEAQ KL UTIAPXOUV
apketol Swagopetikol ocuvvdvacpol. Ava@oplkd, 2 amd TIG TOAAEG
eQapproyEg Tov VPEPLSkoV povteAov elval a) pia etalpeia vAoTolel éva
tétolo blockchain oto omolo pmopel va el0éABel omoloodNTOTE
eAeVBepa KAl va TIPAYUATOTIOMOEL CUVOAAXYEG, XAAQ Sev umopel amo

Hovog tov va amo@acilel yia to av kamoto block 6a mpootebel otV
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aAvoida (auto eAéyxetal amd v etapeia) 1 B) N eTapela TMpEmel va
Swaoel £ykplon yla va PTel Kamolog oav Koppog oto blockchain, aAA&
EPOCOV UTEL €xel TA (Ola SIKUWUATH HE OAOUG TOUG UTIOAOLTTOUG
XPNOTES YA ETKUPWOT CUVAAAXYWV KXL GUUUETOYT] 0TI CLUVAIVEDT TL.Y.
mining (av akoAovBeitat to proof of work). Ev kataxAeibel, kamolog
OV aVATITUOOEL pila e@appoyn pe blockchain €yxel v emAoyn va
TPOTIOTIONOEL TNV AELTOVPYIA TOU TAIPVOVTAG OTOlXElo amd Siapopa
HOVTEAQ KAl Lia TETOLA TPOCEYYLOT) VAOTIOLEITAL OTNV TIAPOVC X LEAETN).
4. Consortium Blockchain: H cuykekpiuévn katnyopia amotelel pia pkpn
mapaAiayn tov vPpdikoV blockchain. H povadikr Stagopd eival mwg
Sev LTIAPYEL HOVO Pl KEVTPLKI] OVTOTNTA TIOU €AEYXEL TNV AELTOLPYia
™G aAvacidag, aAAG VTIAPYOLVV TOAAATIAEG ETALPELEG TTOV €XOUV TO POAO
TOU SLAYELPLOTI KAL CUYKEVIPWTIKA amo@acifouv yla Stagpopa Béparta,
O0mw¢ Tolol kopPot Ba eléABouv oto Siktvo, Towol kool Ba £xouv
TapATAvVW SIKAlOUXTA Kol Tolol Atydtepa, mwg Ba eAéyyovtat ot
ouvoAAayEG KATL. OuoLaoTIKG, elval pla Tpoomddela va petatpamel To
VBPLOIKO HOVTEAO OE KATL IO ATIOKEVTPWHEVO (Sev eAéyyovtal 6Aot ot
KOpUBoL amod pia povo etalpeia, aAAG kaOe eTalpela EAEYXEL Eva TTOGOGTO
TOVG), OUWG TAVTOXPOVA TEIVEL TTPpoG To permissioned blockchain emeldn
avapeca 0to MAN00G TwV SLAXEPLOTOV TIOAV®SG va UMV VTIAPXEL TOGO

UEYAAN EUTILOTOOUVN Kal auTO 08NYel € auenpévous EAEYXOUG.

Permissionless Permissioned

Private
Controlled by one authority

Public Hybrid
No central authority Controlled by one
authority with some
permissionless
processes

Consortium
Controlled by a group

Ewova 6 - Katnyopiec Blockchain
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2.4 E@appoyég

MoAovoTL 8ev €xel TEPAOEL HEYAAO XPOVIKO SLAGTNHX ATTO TNV TIPWTN AVATITUEN
oAokAnpwpévou cvotnuatog pe blockchain (2009 bitcoin) kot kvplwg amd Tnv
OULVELSNTOTIO NG TTWG 0L SUVATOTNTEG EEMEPVOUV ONUAVTIKA TA KPUTITOVOUICHATO
KAl TNV €vapén evowpdtwong mpog aAleg katevBuvoelg (Ethereum 2015), 16n ot
XPNOES TNG TeEXVoAoylag €xouv emektabel o€ APKETOUG TOWELS, TANV TwV
KPUTITOVOULOUATWY, UE UEYAAT eTLTUYX (. AKOAOUOEL pix AloTa pe PHEPLKEG ATIO TIG
UTIAPXOVOEG LAOTIOW OIS TNG kKawvoTtopiag blockchain, yeyovog mov amodewkviet
TIG VYNAOTATEG TPOOTITIKEG TOU TNV Yapaktnpilovv kot Sikaiwg omoTeAel
ONUAVTIKO TIeSi0 €pEVVAG HE TIPOUTIOAOYLOHOVS TIov Ba EETEPVOUV TTAYKOOUIWG
oxebov ta 12.5 Sioekatoupvpla SoAdapla uéxpl To TéAog tov 2022.

v Ymdpxet mAnOwpa SLASIKTUAK®OV EQAPUOYWV KAl LOTOTOTWY TOU
QAoY0AOVVTAL L€ CUVAAAAYEG KPUTITOVOULOUATWY T.Y. bitcoin, ethereum,
dogecoin, litecoin kAT pe ta opwvupa applications/digital wallets.

v’ ToAég epappoyéc 8ev éxouv Slkd TOUG KpuTTOvopiopaTa Kat
AELTOUPYOUV WG EVSLAUEDTN TAATPOPHUA AYOPATIWANCIAG LVTIAPXOVTWV
KPUTITOVOULOUATWY, S(VOVTAG TNV SUVATOTNTA VA YIVOVTAL CUVOAAXYEG
HETOEY SLAPOPETIKWY E0WV HE AUTOUATI AVTLOTOXMNON TNG ELKOVIKNG
aglag m.y. amo bitcoin oe ethereum. Tétoleg eTaipeieg eival To etoro kat
To coinbase.

v’ ZuoTHuata MAEKTPOVIKNG Ymnoopiag upe xpron blockchain yia
ao@AAN KAt a€lOTILOTI KATOXWPTNOT TWV PYNPwV, ETOUEVWS UE EYYUTON
O0TL 8ev Ba vmapyel aAdoiwon Tov amoteAéopatog. Mia etalpeia Tov
TpaypateveTal auth ) Stadikaoia eivat ) FollowMyVote.

v H 8lx Aoywkn) ™G NAeKTPoVIKNS Ym@ogopiag €xel e@apuooTel amod
opyaviopovs ocav tov Patently Walmart otnv amobnkevon petpnoswv
kal pvBpicewv amd acOnmpes loT oe Siktvo blockchain. Ot xproteg
SMUoVPYOUV AOYaPLACHO KOl OTOOTEAOUV T Oegdopéva TOUG OTO
blockchain, yvwpilovtag 6Tt povo autol umopolv va Ta Sovv, va Ta
eAéyEouv ava Taoa oTiypn Kot Sev avnouyxolv yla Tlaveg kakOBovAeg

TPOTIOTIOU|OELG.
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v' H Bdon 8edopévwv blockchain evowpatwvetar pe peydAn emtuyia oe
EQUAPUOYEG UNVUHATWV oav To Secretum (mouv vmootnpifel Kot
UETAPOPEG KPUTITOVOULOHATWVY). Mia TETOlX €@ApPUOYN €@NOLYALEL
TOUG XPNOTEG TWG TA UNVUUATK TOUG Tpoopilovtal HOVO Yl TOV
TAPAANTITI) TIOV EMAEYOLYV, OTL §ev B aAAoLwB0oVV Kol eV TIPOKELTAL VO
Slaypagovv.

v' Opyaviopol vyeiag 6Ttws o MedicalChain ouvepydlovtal pe dnuodoia
VOOOKOUEID 7 OIWTIKEG KAWIKEG Kal TapEXouv Ta evailodnta
TMPOOWTIKA laTplka dedopuéva Twv acBevwv, mov Pplokovrtal
amoBnkevpéva oto blockchain, pévo pe v Sik1) Tovg ocvykatabeon.
[po@avwg, auty N Sadikacia a@'evog TPOGTATEVEL TOV AGOEVT), TOV
SafeBatwvel 0Tl oL MANpo@OpPlEG TOUL Elval ACPUAELG, CLVEXWS
SlaBEoeg KoL 0paTéG HOVO OTAV 0 (810G TO €YKPLVEL, 0AAL €@'ETEPOV
VUTIAPXEL EVKOAT KAl AUEOT) TPOGBACT) O€ AUTES.

v' KuBepviioeis €xouv vAomomoel Sta@opes SLadikaoies pe ATMOKAEOTIKNY
xpnon blockchain 1} okomeVouv va to kK&vouvv oto dpeco péAdov. Ia
mapadetypa 1 EcBovia €xel Snplovpynoel éva NAEKTPOVIKO cUOTNUA
ymo@opiag pe blockchain kat o 810 eTolualeTol va TPAYUATOTIOMGEL
kat 1 Ovkpavia. Emiong, 1 Avotpaldia €xeL TPOVOTOEL WOTE OL TOUPIOTES
OV EMIOKEMTOVTAL TNV XWPA VA HUTOPOUV VA KAVOUV TIANPWUES
QTOKAELOTIKA L€ KPUTITOVOUIOUATA.

V' TpamellkéG €TMIYXEIPNOELS £X0UV SNULOVPYNOEL TO SIKO TOUG LSLWTIKO
blockchain yia ac@oAr] katayxwpnon Twv TEAATELAK®OV OSeSOUEVWY
N/KaL Ta SIK& TOUG KPUTITOVOUIOHATA, TTOU Elval AT PWS ATTOSEKTA YL
ouvoAdayéG  peTagD  TmeEAaTtwv NG eTalpeiag. XapaKTNPLOTIKA
TApASElYHATA TETOLWV OPYAVICU®Y HE TTAYKOGULA @TUT), ATIOTEAOVV OL

JP Morgan kat Goldman Sachs (pe To kpumtovoulopa stablecoin USDC).

33



Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -
['epdopog Bapvng

3. TeXVOAOYLEC KAL EPYNAELX

3.1 IepBaArrov avamtuing

[a mv avantudn g mapovoag e@apUoyns XPNOLHOTOLETAL TO TiepBAAAOV
Visual Studio Code 1 0Ttwg eival EVPEWS YVWOTO 6TO TTPOYPAUUATIOTIKO Koo VS
Code. Avikel otnv kxatnyopia mpoypappatwv IDE-Integrated Development
Environment ta omoia vtootnpi{ouv TV aQvAaTTUEN EQAPUOYWV OE TIAPA TIOAAES
YAWOOEG TPOYPAUUATIONOY, OSlabBétouv  emegepyaotny KWK, AelTOLPYLES
ATMOCPUAUATWONG KWOSIKA OE TPAYUATIKO XpOVOo Kol opilouv autopata TIg
amapaitntes pvbuloelg ywr TNV ekaotote vAomoinon. To ovykekpluévo
TPOypapua €MAEXONKE Yyl TNV TPEYOVOH epyacia SLOTL AMOTEAEl €UXPNOTO
mepBdAiov yia v avantuén web applications, elvat eda@pl (8ev kKatavaAwvet
HEYAAO TOCOOTO EMEEEPYAOTIKNG LOXVOG Kol Mvnuns RAM) kal eVowHATWVEL
TANOwpa BPALOONKWVY Kol TTAKETWV OV £lval ATTOAVTWS ATAPALTNTA OE TETOLOV

€l60VG TTPOYPAUUATIOTIKEG SLASIKACEG.

3.2 TAWGoOEG TPOYPAUUATIOUOV

e Mia apketd SNUOEIANG YAWOOQ TIPOYPUUUATIONOV Yo TNV Snplovpyla
EQEAPUOYWV LOTOTOTIOV €lval 1 YAwooa Javascript/]JS mov amotelel
YEVIKA TNV ETKPATEGTEPY EMIAOYT Yl TNV avdamtuén tou front-end 1)
tov GUI-Graphical User Interface, SnAadn to omTiKd/ypa@ikd KOUUATL
™G EPAPUOYNS UE TO oTolo aAAnAemibpa o xpnotng. Qotdco, otV
TepIMTWOoN pag 1 yAwooo Javascript xpnollomoleital emiong yia tv
avamtuén tou back-end (server-side) kat ywa va yivel n amapaitnTn
ovvdeon pe tn Bdaon dedopévwy, kabBws OTwe Ba avaAvBel 6T cuvEXELX
1 €@appoyn pag vAomoteital péow tov MERN stack.

e EmmAéov, xpnowomowovvtat ot yAwooeg HTML «kat CSS kabBwg
TPOKELTAL YO EQAPUOYT) LOTOTOTOV Kol Ba yivel xprion Toug yia tnv
ELPAVION TWV LOTOCEAISWV NG e@aproyng o€ évav @uAiopetpnty. H
yAwooa HTML-HyperText Markup Language xaBopilelt mwg Ba elvat
Sounpévn kat TL Ba meplExel pia wotooeAlda péocw Twv html elements

(paragraph, heading, input, button, image xAm), evw n CSS-Cascading
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Style Sheets mpooSlopilel TNV ELPAVIOT TWV TAPATIAVW CTOLXEIWV Kol

KT EMEKTAOT OAOKANPNG TNG LOTOCTEALS A,

3.3 Epyaieia avdmtuing

Me Tov 0po epyareia ava@epopaoTte 0To oVVoA0 Twv PIBAoONkwv-libraries 1)
modules, Toaxétwv-packages, frameworks kat  mepaAdldovtwv OV
XPNOLOTIOLOUVTAL GTOV TIPOYPAUUATIOUO TNG EQAPUOYTG.

o  BipAodnkn-library: Elvat éva apxelo kwdika pe ETOLUEG, VAOTIOMUEVES
Baokég Aettovpyleg.

e Tmoakéto-package: Elvair éva olUvoAo BiAoBnkwv, To omoio Tepléxel
TOVAG)LoTOV £va apxelo.

e framework: Eilvar pla €évvolx mov oxetiletal Gueca UE TOV
TPOYPAUUATIONO EQPAPUOYWV KAL ATOTEAEL TN Bdom yla va EEKIVIOELS
™mv avantuin tou kwdika. Ovolaotikd, éva framework eival éva
mpooxédlo/template  mouv  mepAapfavel  opadeg  MAKETWV  KAL
BBAL0ONKWY Kal TTAvw o€ AUTEG yivovTal TIPocONKEG 1) TPOTIOTION|OELS

Yy va SULOUPYTOEL O TIPOYPAUUATIOTIS TNV SIKT) TOU EQAPHUOYT.

Apxwka, Ba xpnowwomomBovv 4 epyareia cvppwva pe to MERN stack (stack
elval éva ovvolo gpyaAeiwv) KAl ava@oOPIKA HE oUTO, TPOKELTHL Yyl pia
mpocéyylon full-stack (avamtdcoetal to front-end, To back-end piag e@appoyng
Kol yivetal 11 ovvdeon pe ) Bdon dedopévwv) mov evowpatwvel Ta MongoDB

Express React Node.

1. MongoDB-mongoose: To MongoDB amoteAel pla Snpo@udn Pdon
dedopévwv pe v texvoAoyla NoSql, dnAadn Sev xpnopomolovvral
kaBoAov Sql evtoAés yua va yivouv ol Stapopes evépyeles (Stapfaopa,
emeepyaoia, amobnkevon, Swaypagn) oTIC €yypaés NG Paong.
EmumAgov, Sev vmtapyovv mivakeg, 0TNAES, GEIPEG/eyypa@ES (OTWS OTIG
Sql Baoelg) aAda ovAdoyég/collections oL omoleg Ba TepLEyovv TA
éyypaa/documents, ta omola pe TN oelpd Toug Ba MEPLEXOLV T

media/fields pe ™ popen Levyog key-value m.y. id: 1. Zuumepacpatika,
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To K&Oe eyypago mepiExel eva JSON avtikeipevo, Tou amoteAeital amod
Stdpopa medla kot kaBe ocvAdoyn meplExel MOAAG £yypaa. H Bdaom
dedopévwv MongoDB avolyel pe to mpdypaupa MongoDB Compass
(6mov pmopoVV va yivouv XELpoKIvNTA OL EVEPYELEG) KL 1) VAOTIOnoN
HEoQ OTOV KWOIKA pag Yivetal péow tms BLBAL0O KNG mongoose.js Tov
EVOWUATWVETAL OTNV EQAPUOYT YPAPOVTAG TNV €VTOAN npm install
mongoose oto terminal touv VS Code, dpa oL €VTOAEG [E TIG OTOlEg
SLaxelpllONAOTE TIG EYYPAPES 0TN Baom eival oe YAwooa Javascript kot
oxL Sql. Zuyva to MongoDB ava@épetatl wg framework pe tn onpacio
Tou cuvoAov MongoDB, MongoDB Compass kat mongoose.js.

2. Express: Eival éva framework mov vAomolel Tov server TG e@apuoymns,
dnAad1 to back-end kot Aettovpyel wg 0 evLAneEcog Yl va cuvSebel To
front-end pe ™ Baon dedopévwv. Mpaktikd, OAa Ta alTpaTA-requests
OV KAvel o xpnotng oto front-end TG e@apuoyng otéAvovtal 61O
back-end, ekel emefepydlovtar pe TIG €VTOAEG javascript Tov
TEPLAUPAVEL TO eXpress.js Kal 6TEAVOVTAL 0TV avtioToyr Stadpoun,
avaloya yivovtal oL evépyeleg ot Bdor SeSouévwVY e TO MONgoose.js
Kal TEAOG EMIOTPEPOVTAL (TIAAL PE TO €Xpress.js) Ol ATAVTNOELS OTOV
xpnotn, o omoiog evnuepwvetat oto front-end. To express.js
TPooTiBETAL O pia E@appoyn HEGwW TNG EVTOANG npm install express 6To
terminal tov VS Code.

3. React: [Ipoxettat ywa éva front-end javascript library mov pe to ovvoio
AELTOVPYLWV TOV TPoadlopilel TTws Ba elvatl SoUNUéVO TO KOUUATL TNG
EQEAPUOYNG HE TO oOTolo oAANAemiSpd dueca o xpnomg, to User
Interface. Ileplapfavel Ta components oL elvat To avOTATO eMITTESO
doung oe kaBe otooeAiba TG e@apuoyng m.x. Login Component kot
QUTA aTMOTEAOVVTAL OaVTiOTOA OTO0 WIKPOTEPEG OOMES, TTOL AAAX
components kat html elements mov pmopel va elvat buttons, forms,
inputs kok. Ta components dnplovpyolvtal pe SLAPOPOUG TTAPOLOLOVG
Tpomovg (class,function) avaioya pe v emBLUNTY TPOYPAUUATIOTIKY
TPOCEYYLOT, Yl TaAPASelypa av O€AOUHE va TEPACOUUE KATOLA

TAPAULETPO-Props oto component ouvvnBws Ba To oploovue wg class
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evw av BEAovpe amAd va ep@avidel kamola otolyela Ba To 0plooVUE WG
function (mAéov o mpoypappatioTig amo@acilel molx péBodo Oa
akoAovBnoel avaloya pe to oTtuAd Tov). N va mpootebovv ta html
elements Touv k&Be component ypnowomoleitat To JSX, pla mapaAiayn
™m¢ HTML mouv ouvduvalel kot thv yAwooa javascript Tx. ywa va
en@aviotovv html elements péoa oe for loop.

H BipAodnkn eykabiotatal autopata Otav, Omws OBa Sovue
Tapakatw, dnuovpyeitat to front-end KOUUATL TNG EQAPUOYNG HECW
Tou create-react-app kal TPOOTIOETAL OTOV KWOSIKK HE TNV EVTOAN
import React from 'react’ kai cuvodeVeTaL Ao TO TTAKETO react-dom, to
OTI0l0 ETIONG EVOWUATWVETHL QUTOUATA KAl TPooTiBeTal pue import
ReactDOM from 'react-dom'. To ReactDOM eup@avilel ta views Tov
Snuovpyovvtal pe to react kot faciletat oto Document Object Model.
Ymapyel éva yevikdo html document cuvnOwg index.html otov @dakelo
public To omoilo péoa oto body mepiexel to <div id="root’> koL ekel
TEPLEXETAL TO LYMAOTEPO emimeSo component TG EQAPUOYNG HOG
ouvvBws to App component. To App ep@aviletal péoa oTo root e TV
evtoA] ReactDOM.render(<App /> document.getElementByld('root’) )
Kal émelrta Slalpeital oe §ev8poeldn pop@n TPoG Ta KATW 0€ OAa TA
vToAoLta components/views kat Ta emipuépous html elements, Ta omoia
umopel va xwpilovtal o€ empuépous components 1) elements kox.

4. Node: AmorteAel éva javascript runtime, éva meplBdAAov oto oTol0
TpéxeL/exteAeital 0 KWk javascript xwpis va xpeldletal 1 eEKTEAEO
TOV 0€ Kamolo @uAAouetpnty. H Suvatotnta avtr) vmapyel, yati To
node.js tpooopolwvel pe éva runtime engine (V8 engine, avtiotouyilel
TOV KOSIKA 0€ YAWOOQ KATAVONTI] ATIO TOV UTIOAOYLOTH) TOV TPOTIO TIOV
Ba £tpexe 0 kKwSKaG .. 6To Google Chrome pe amotéAeopa va umopel o
TPOYPAULATIOTIG VA STILLOVPYNOEL TNV EQAPLLOYT TOU KL VA TNV TPEEEL
aTo TNV YPAUUN EVTOAWV TANKTPOAOYWVTAS T.X. hode myapplication.js.
INUAVTIKO KOUUATL TNG TeYVoAoylag node.js amotedel To npm-node
package manager e To oTtolo ylveTal eykatactaon Sia@opwv modules

1 TTAKETWV OTNV €QAPULOYN LECW TNG EVTOANG hpm install ... | TpEXEL Eva
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OUYKEKPLUEVO apXelo TTov €xeL oploTel wG apxn/start yia va Eexvnoel n
epapuoyn npm start. To node.js kat To npm egykabioTavtal oTov
UTIOAOYLOTY], KATERALOVTOG Kol TPEXOVTOG TO OXETIKO apxelo amd

https://nodejs.org/en/download/.

Web

i

Express.JS ’

Server

Node.JS

{E} MongoDB

Database

Ewxova 7 - MERN stack

AxolovBel pia Alota pe 60Aa ta modules/libraries kot ta Takéta oL

EVOWUATWONKAV 0TV EQAPLOY.

bigchaindb-driver: Ipdkeltal yix to makéto, mov eykabiotatal otnv
E@apUOYN TANKTPoAoYwvTag oTo terminal touv VS Code v evtoAn npm
install bigchaindb-driver kol TEPLEXEL OAOUG TOUG ATIAPAITNTOUG 08N Y0U§
ya va yiver 1 StaoVvdeon pe to Siktvo blockchain BigchainDB kat va
AELTOVPYNOEL O TOTILKOG PAG UTTOAOYLOTNS WG KOUPBOG o€ auTo To SikTuo.
To BigchainDB eivat o cuvdvaoudg piag MongoDB Bdong dedopévwv
kat &€vog  blockchain  pnyaviopov mouv ovopdletatr Tendermint.
Ovolaotikd, To Aoylopkd Tendermint sivat avtd mov 'kAwvototel' kat
KaTtavépel v ekaotote e@appoyn blockchain (otéAver ta (S
QVTLypa@a NG EQAPUOYNS) o€ SLAPOPOUS KOUBOUG HEGH GTO TIAYKOGLLLO
Sixtvo Tov kal emmAéov Siaxelpiletal ™ Swadikaocia ocuvaiveong pe

proof of stake. Me auto tov tpomo to BigchainDB éxel mapet pia NoSql
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Bdon Sedopévwv MongoDB pall pe kAmolov KWK Kol TNV €XEL
uetatpéPel oe blockchain péow g teyvoroyilag Tendermint, pe
amotéleopa  va mpokvPel pla  NoSql Baon Sedopevwv  pe
Aettovpyikdmta blockchain. Epeig Sev aAAnAemiSpovpe dueca pe tov
aAyoplBpo Tendermint kabBwg elval EVOWUATWHEVO HECK OTO
BigchainDB, wotdco oautd mov mpémel va yvwpilovpe elvar OtL
OTIOLOOONTIOTE TIPOYPAUUATIOTHG UTTOPEL VA AQVATITUEEL TNV EQAPUOYT
TOU Kol €lodyovtag tnv oto Tendermint vAoToleltal autoOpATA TO
SIKTLUOKO KOUUATL KAL 1) OUVAIVEDT), TIPAKTIKA LETAUOPPWVOVTAG TNV OF
blockchain application.
H mpooéyylon mov akoAovbeital otnv mapovoa epyacia eival n €€1g:
o Apxkd, ylvetal n eykataotaon tov Docker* otov vmoAoylot)
HOG KOl HEOCW QUTOU amoBnKeVOULME OAd Ta apxela TOL
xpewdlovtal ywx va tpé€el o vmoAoylotn§ pag to BigchainDB
instance (pe TI§ amapaitnTeG pLOUIcELS) KoL va Yivel KOUBOG Tou
Siktvov tov. Méoa amod to mpoypappa Docker Desktop Eexivape
TO container Tov SnuLOVPYNONKE.
e ’Emeta, €govpe v e@oappoyn pag mouv vAomolel blockchain
AELTOVPYIKOTNTA, EVW amoBnkeVel Ta SeSopéva NG o€ Pia TOTILKN)
Baon MongoDB. Méoa oTov K@wSIKa pag yivetal 1 cUvEeom e TO
BigchainDB oto omoio avrkovpe w¢ kKOUBOG KAl ETKOWVWVOUNE
UE auTO.
e Ta unvdpata mOU avtoaAAdcovTal UETAEY TwV XPNOTWV TNG
EQPUPLOYNG UAG, OTEAVOVTAL WG GUVAAAAYEG KPUTITOYPAPNUEVA
(1 pqvupa = 1 ovvaAiayn) oto BigchainDB kot amobnkevovtal
uoévipa oto blockchain tov pe 0Aeg TIg oxeTIKEG TTANPOPOPLES. T
(Sl pnvdpata amobnkevovial wg kovtia (1 pivopa = 1
ouvoAdayn = 1 block) pe TIG OXETIKEG TTANPOPOPLEG GTO TOTIKO
uag blockchain ov vapyet otnv Tomiki pag Baon MongoDB.
o KaBe @opd mov TpEXEL N EQappoyT) YivovTaL Sta@opol EAEyyoL YLa
TNV AKEPALOTNTA TOU TOoTIKOV pag blockchain kat av StamiotwOel

TO OTOLOONTIOTE TPOPANUA, TOTE YIVETAL AVAKATAOKEUT TOU

39



Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -
['epdopog Bapvng

EMAVAPEPOVTAG TIG OWOTEG TIHEG (SlaypA@OLPE TO TOTIKO
blockchain, tpafdpe ta Sedopéva amd to BigchainDB kat
Eavadnpovpyovpe to Siko pag blockchain).

e Me auTO TOV TPOTIO €XOVUE TETVXEL VA SNULOVPYNOOVE TO S1KO
uag blockchain omv e@appoyn unvupdtwyv pe 6Aa Ta CcWOTA
XapaktnploTika. ‘OAa Ta kouTid oto blockchain pag vmapyouvv
oav £yypag@a otn Sk poag Baon MongoDB aAAd tavtoxpova
UTLAPXOUV ao@aAN oav ouvaAdayés kat oto blockchain tovu
BigchainDB. Emopévwg, n e@apuoyn pag kat to blockchain tng
EXEL QATOKEVTPWHEVO (Ta koutid Tou blockchain pag &ev
Staxelplfovtal amod pia ovToTTA 0AAG aTO OAOUG TOUG KOUBOLG
touv BigchainDB. Eiwoépyovtalr mpwta ocav ouvvaAdayEég oTO
BigchainDB, exel yivetat n Stadikacia ocuvailveong, otnv omola
OUVUUETEXOVUE WG KOpPog, pe Baon to Tendermint ywx va
TPooTeDel TO KOUTL IOV TNV TEPLEXEL KAl AoV TPOOoTEDEL, TOTE
Kal povo tote mpootiBetal oto blockchain pag), kataveunuévo
(to blockchain pag, nAadn To 6UVOAO TWV KOUTIWV VTIAPYOLV
oav oLVvOAAQYEG o€ OAOUG TOUG KOUBOUG Tou  SikTLOV
BigchainDB) kat apetafAnto yapoaktinpa (OTwG ava@Epaue, av
yiver aAdoiwon tov blockchain pag yivetat avakataokeun Tov pe
TIG OWOTEG TIUEG KAL APA OTIOLASHTIOTE TPOTIOTIONOT avalpeital,
evw TO (610 Tpdypa ovpfaivel Kol PE T KOUTIA 0TV aAvcida
BigchainDB).

e ’'Exouue dnuovpynoel pia vBpLdikn mepimtwon aAvoidag 1 omola
QTOKTA T KUPLX XUPAKTNPLOTIKA TOU TNV TPocdlopilouv wg
blockchain kat péow ¢ StaoVvdeong pe to BigchainDB, aAAd kat
amd tov S1kO Pag KOSIKA. ZUVOTITIKA AOLTTOV, TIPOKELTAL Yl pio
mepimtwon otnv omola O6Aa Ta Koutwd €vog  blockchain

TIEPLEXOVTAL WG CUVUAAXYEG o€ v aAAo blockchain.
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* Ze autd TO onuelo mpEmeL va e€nynbouvv kamoleg Baoikég Evvoleg yUpw oo

™mv texvoloyia Docker, kaBws XpNOHOTIOLEITAL WG APETNPLA YL TNV XP1)OT TOV

BigchainDB.

Container: Amotelel éva eKTEAECIUO TIAKETO AOYLOULKOU, OTO OTOLO
UTIAPXOUV EVOWUATWHUEVA 0 KWEIKAG TNG EQAPUOYNG Uall PE OAEG TIG
AVUPOPES, TIG EEAPTIOELS, TA EPYAAELXt CUGTNUATOG KL TIG ATIAPALTITES
BiBAobnkeg, ToOL amatoVTAL Yl va TPEEEL OE  OTIOLOONTIOTE
UTIOAOYLOTIKO TEPLEAAOV.

H xUpla 16éa yOpw amoé to Docker, elvat va tomofetmBouvv ot Stapopeg
avedapTNTEG SLASIKAOGIEG HING EQAPUOYNG OTO ECWTEPLKO EKTEAECIUWY
TAKETWYV  AOYlopkoU (containers), HE OMOTEAECHX VO UTIAPYEL
avefaptnoia amd TI €KAOTOTE UTOSOUEG KOl Vo UTOPEl  va
TpaypatomomOel 1 €KTEAEST) TOUG OE OTOLOSNTOTE AELTOUPYLKO
ovotnpua. Ta docker images eival apxela TOU To EKTEAOVUUE Yyla va
dnuovpynBovv Ta containers kot pe Tnv evtoAn docker pull
bigchaindb/bigchaindb:all-in-one, xatefdlovpe amdé To  online
amofetnplo eikdovwv Docker Hub tnv ewova bigchaindb:all-in-one kat
™mv Tpéxovue oto terminal pe v evtoAn docker run -d --name
bigchaindb -p 9984:9984 -p 9985:9985 -p 26017:27017 -p 26657:26657
bigchaindb/bigchaindb:all-in-one, pe amotéAeopa va dnuiovpynBel ko
va Tpétel oto background to container (-d) pe 6vopa bigchaindb (--
name bigchaindb) kat ot BUpeg Tov voAoyloT) pag 9984, 9985, 26017,
26657 avtiotolyilovtal otig BUpeg Touv container 9984, 9985, 27017,
26657 pe v evtoAn -p (publish).

H avtiotoiynon twv Bupwv dnuovpyel T ovSeon Tov TOTIKOV HAG
vmoAoylotn pe To BigchainDB kat cuykekpipéva ot B0peg 9984, 9985 O
ouvvdéovtar pe toug 2 BigchainDB oépBepg mou Swayepilovral ta
artquata oto APl (9984) http://localhost:9984/api/vl/ kat Tnv
QTOOTOAN EVNUEPWTIKWV amavtnoewv amd Tto BigchainDB odtav
emkupwONke pla cuvardayn (9985), n 26017 cuvdéetal pe tn Bdon
MongoDB tou BigchainDB Swktvov (27017) xain 26657 pe tov o€pPep

Touv Tendermint wotTe va ylveTal 1 €MKOW®WVIX Yl VO TIPOKVUTITEL TO
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amotédeopa amd 1N Swadikaoia ocvvaiveong va  oTéAvovtal oL
ouvoAAayéG oTOUG vmOAolmouvg kOpBoug tou blockchain kat va
emPBefatwvetal yevikd 1 vmapén tov kopPfouv autol oto Siktvo

(26657).

Tuveyllovpe pe ta moaketa kat TS PBA0ONKeEG, ToL eykabiloTavtal oTnv

EQUPUOYY] HECW TWV EVIOAWV TIOU ypdawovupe oto terminal tov VS Code, evw

Bplokopaote oto apyko directory Tng €@appoyng Hag Kal TpooTifevtal otov

kwdika tov front-end pe v evtoAn import ('...") 1 Touv back-end pe Vv evtoin

require('..."):

create-react-app: [lpokeltal ylax €va TTAKETO OV YIVETAL EYKATACTHON
He TNV evtoAn npm install create-react-app. Tlpwta TANKTPOAOYOUNE
npm install npx kal €melTa HECW TNG EVTOANG hpXx create-react-app
Frontendui d&nplovpyeltat to template g e@appoyng He Ovopa
Frontendui, mov 6a ypnowomotel react yia to Ul. Emopévwg, mAéov Ba
VUTIAPXEL EVOGS (PAKEAOG e To Ovopa Frontendui otov omoio mepLéyovtat
Baowa apyxela, vmapxel Tpoeykateotnuévo To react library xo
umopoVpe va ekvnoovpe va Tmpoypappatifovpe to front-end Tng
EPAPUOYNG MG TTAVW oTo react. Evuepwtikd, to npx (node package
execute) elval évag TPOTOG va EKTEAECTOUV TOKETA TIOU UTIAPYOUV
ETOLUA OTO UNTPWO TOL Npm.

react-router-dom: Eival éva makéTo, To 0Tolo TTPooTiBETAL OTOV (PAKEAO
™G EQAPUOYNG HAG UE TNV EVTOAN npm install react-router-dom xou
TEPLEXEL OAX TQ ApXElX YL v LTTOPEL 0 XP1)OTNG VA XPNOLULOTIOU)CEL GTOV
Kwdika tov Vv BiAodnkn React Router. Autn 1 BA0O1 KN emiTpémel
™V mpooOnkn components .. Switch, Route, Link pe ta omola yivovtat
netafdoelg amd pia lotooeAlda TG EQappoyng o€ pia dAAN (amd to Eva
view o€ KATol0 dAA0) Kol TIPos@EPEL SLAPOPES SUVATOTNTES, OTIWS YlA
mapadetypo va koBoplotel to akplEg url tou kabe view, TL
TapapETPoug Ba SExeTal To kabe view 1) TOL B LETAPEPETAL O XPIIOTNG

OTAV TTATAEL KATIOLO KOUUTIL.
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bootstrap: To bootstrap eivat éva dnupo@rég framework yw to user
interface mov xpnoomolel £tolueg kAdoels o html elements, ot omoieg
QVTLOTOLYOVV G€ TIPO-VAOTIOMUEVX CSS OTUA glavions. I'a mapaderyua
Qv KATIOL0G KAVEL WG YVWOTOV EYKATAOTAON TO bootstrap pe tnv evtoAn
npm install bootstrap, HETA £X€L TNV SUVATOTNTA VU ETAEEEL AVAUECA OE
ToAAEG BIBALOONKES KAl va TTPOOOECEL KATIOLA ATIO AUTEG O€ Eval APYELD
js. Mia amd Tig mo yvwotég BiBAodNKeg elval To Hikpd oe péyebog
(minified) module bootstrap.min.css, TTouv TepLEXEL TETOLX ETOLUA OTUA
ELPAVIONG CSS KAl aQuTO XpnolHoToLeEiTal otV Tapovoa epyacio. H
EVOWUATWOT TOU o0ToV KWSka reactjs (OTwg kKal OAd TX TOKETA 1)
libraries oto front-end) yivetar pe Vv  &vtoAn import
\./node_modules/bootstrap/dist/css/bootstrap.min.css’, 6Tov péoa oTA
ELOCAYWYIKA TIEPLEXETAL TO OYXETIKO path Touv module Tov avtioTo el ot
Béon tov péoa otov @akelo Frontendui tou react project movu
Snuovpynoaue apyikd. H xpnon tov yivetatr Aomdv péoa otov JSX
KOSIKA  TOu  apyelov pHe  ETOLUEG  KAAOELWS OTwG T.Y.  <ul
className="navbar-nav">...<ul>, TIOV QVTIOTOLYEL ot AMota
QVTIKEHEVWY TIOU Ba UTTAPXOVV O€ Ui PTTAPA TEPYNONG GTO TPEYOV
view. H pmapa 0a €xel oplotel o avw TaAL pe kAaon boostrap kat 6«
TIEPLEYEL OTO ECWTEPIKO TNG TO Ul, WOTOCO TIEPLOCOTEPEG AETITOUEPELES
Ba @avovv oty Ttapadeomn KWSIKa Tov Ke@aAaiov 4.

sweetalert2: H eykatdotaon Tov MAKETOU YIVETAL TANKTPOAOYWVTAS
npm install sweetalert2 xai amotelel pla avtioTol(n TEPIMTTWOT TOU
Toast makétou mouv MBavwG va yvwpilete amd ™V yAwooa java.
Xpnowomoteitat ywx Tnv  Snuovpyla  pop-up Tapablpwv oV
ep@avifovtal otnv 000V yla v XpoviKO SLACTNHX KAl £X0VV 0TOXO Vo
EVILEPWVOUV TO XPNOTH YlX TO ATMOTEAECUN KATOLXAG EVEPYELAG TIOU
EKOVE HECT TNV EQAPUOYT), YIX TTAPASELY LK VO TTAPOQOPNOEL OTL EYLVE
kamoto redirect showMessage('info', 'You were redirected here because
you pressed the button Back') 1 60tL €ywe pe emtuylia to login

showMessage('success’, 'Your login was successful.') 1 mw¢ o KwSKOG
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mpooBaong tav Aabog showMessage('error', 'The password you typed is
incorrect.’).

e jwt-then: H Aeitovpyla autov Touv Takétov mepAauPavel Tnv
vmoypa@n/dnuovpyia evog JSON Web Token mov eival tedika éva
string o€ KPUTITOYPAPTUEV HOPPT], TO OTOLO £XEL TIPOKVYEL ATO TO
novadiko Id touv kabe ypNoTn TNV EQAPUOYT KAl EVAL CUYKEKPLUEVO
HVOTIKO KwOIKO (To token avtiotolxel o€ éva JSON avTikelpevo otav
QTOKPUTITOYPAPELTAL Yl Vo emMKUpwOel). Autod Snpovpyeital kabe
opa Tov kavel login o ekdoTtoTe Xpnotn¢ kal yivetal verify otnv kabe
EVEPYELX TOU XPNOTN HECK OTNV EQEAPUOYT), ®WOTE va Yyivel 1
avBevtikomoinon/éAeyxos TavTOTNTAS Kal va emiPBefatwverat 4tL o
XpPNoTng elvatl autdg Tov oyvpiletal Twg elvat. Me autd Tov TPOTO TO
token peta@épetal petatv back kat front-end péow twv requests mov
yivovtalr kal mpooBétel €va emmAfov eMIMESO ACPAAELNG OTNV
Aettovpyla ™G e@apuoynsg Me amAd A0yLa, TPOKELTAL YIX €V TIAKETO
IOV XPTOLUOTIOLEITAL oLUYVA 0To web programming w¢ kdmolo £€Tpa
authentication credential ywa Ttouvg xpnoteg g e@appoyns. H
EYKATAOTHON TOV YiveTtal pe npm install jwt-then koL | TpocoONKN oTo
apxelo js pe require('jwt-then’).

e axios: To axios amoteAel GAAN pia yvwotn BPALOONKN OXETIKA UE TOV
TPOYPAUUATIONO  EPAPUOYWV  LOTOTOTOU/Web  programming o1
YAwooa javascript kat eykaBiotatal pe v evtoAn npm install axios.
Xpnowomoteital oto front-end ™™g e@appoyng pag ywx va yivouv http
requests get kal post, T@ ool TMPAYUATOTOLOVVTAL OTI HEPLA TOU
oépPep/back-end kalt ovykekpléva otov controller Tov €yovpue
vAomomoel ekel. Ta atuata yivovtal pe tnv pop@n promise, dnAadn
otéAlvovtal kamolwx 6edopéva amd to front oto back-end o6mou
ovpBaivouv Staopeg evepyeleg otn Paon Sedopevwy .. Stafacpa Kot
EMELTA EMIOTPEPETAL ElTE pia amdvTnon emTuXws oto front-end pe ™
nopen then(response => { ... }) (promise resolved) eite k&molo error mov
onuaivel 0tL To request amoppiwbnke catch(error => { ... }) (promise

rejected). 'evikd Ta promises elvat ISlaiTeEPA ONUAVTIKA YLX va Yivouv
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acvyxpoveg Sadlkacieg oTnv €@apUoOyn HAG, TOU onuaivel OtL 8¢
Xpedletal va yivel mavon NG AETOLPYIXG TNG EPAPUOYNG EVW
TPAYUATOTOLOVVTAL TA promise requests kal Qe quTO TOV TPOTIO TO
QTMOTEAECUA TWV promises €MOTPEPETAL OTOTE elval Stabéaipo, xwplg
VO UTTAPYOVV CPAAUATH OTIS TTAPUAKATW YPUUUES KWSIKA (AOYw TOL OTL
LY. KATIOLA TN S€V UTIAPYXEL ETELST] SEV EMOTPAPNKE AKOUX ATIAVTNON
amod To altnua).

e socket.io: To library dnulovpyel kamola session emkowvwviag, dnAadn
one-time povadikég ovvedpieg petadd touv front kat tov back-end g
EQUPUOYNG oV Yapaktnpilovtal amd kamowo povadiko Id kot faciletal
otn ovvdeon websocket 0Tov VTTGp)EL ApEISpoUN ETIKOWVWVIX PETAEY
TWV 2 TMAEVPWV, OL OTOEG UTTOPOUV KAl va oTeAouvv Kat va Adfouv
dedopéva. 'Etol, oty mepimtwon pag péow evog socket instance Oa
OTEAVOVTAL TA UNVUUATA TIOU YPAPEL KATIOLOG XPNIOTNG TIPOG KATIOLOV
Ao amdé To front oto back-end kat emiong aAdeg evaiocOnteg
TIANPO@OpieS OTIWG TO id TNG TPEXOLVOAG GUVOUIALXG KOl ETILOTPEPOVTAL
TPOG TOV TAPAANTITN XPNOTN HECw AGAAov socket instance. Ot session
oLVOEDELS elval ao@aAOTEPES, KABWG KABE OpA UTIAPXEL SLAPOPETLIKN
ovvdeon pe aAda otolyeia (Stapopetikd socket Id) kat 6tav yivetal
refresh/avavéwon ™G 0To0EAISaG Snulovpyeital auTOpATAH GAAO
socket session/instance. Ta sessions pmopouvv va avamtuxfolv pe tnv
€VTOAN socket.on (..) KoL EKTEAOVVTAL LLE TNV EVTOAN socket.emit (...) ue
™V omola otéAvovTtal Ta dedopéva Tov TepLUEVEL va AdfeL To socket.on
(-.). H Aetrtoupyla tou socket eplypa@etal KAAUTEPA HECK OTOV KWSIKA
O0TO KEQPAAQLO 4, EVW 1) EYKATACTAOT) TOU YIVETAL KATA TA YVWOTA UE
npm install socket.io.

e tweetnacl/tweetnacl-util:  Avagépetar ot BfAoONkn  Tov
Xpnowomoleitat yia va mapaybel apyikd to dnuocio kAeSl touv Kdbe
XpNoTn mov Asttovpyel cav StevBuvon yla va 6TAA0UV Ta UNVORATO KoL
OVUE®WVA HE aUTO TO KAelSl petd moapdyetal to (evydpt dnupociov-
SLWTIKOV KAELSLOU Yl TOV QVTIOTOLYXO XP1OTH HE TO OO0 YIvETAL ) M

KPUTITOYPA@NON TWV UNVUUATWVY TIou amoBnkevovtal oto BigchainDB
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kal oto tomikd blockchain tov MongoDB kat ) n amokpuTToypa®non
o0Tav BEAOVUE VA ELPAVICOVHE TA PNVUUATO GTNV CUVOUIALX YlX v T
Stafacovv oL xpnoteg (eplocdTEPEG AETTTOUEPELEG 0TO KE@AAAL0 4). H
eykatdotaon yivetar TAnKTpoAoywvtag npm install tweetnacl
tweetnacl-util.

e crypto-js: Miax BiBAoONKn yl@ TNV EVOWUATWOT KPUTITOYPAPLKWV
aAyopiBuwv péoa otov javascript kwdika plag  e@appoymg.
Tuykekppuéva, 6w Xpnolpomoleital povo o aAyopiBpog sha512 g
BBAL0ON KNG KL TpOKELTAL Y vy adyoplOpo hash, otov omolo Sivetal
uia elcob0Gg Kol TPOKVTITEL 1] KPUTITOYPA@NUEVN £€E060G Twv 512 bits =
128 Sekaetadikwv xapaktnpwv (kabe Jekaefadikog YapaKTpag
avtiotolxel oe 4 bits). Aev B avaAvBel Twg Aettovpyel 6TO ECWTEPLKO
TOU 0 aAyOplOuog (avTd EeeVyel AmMd TOUG OKOTIOUG TG EPYATLAg),
WOTO00 0 AVAYVWOTNG TPEMEL va YVvwpilel mws kdbBe @opd mov pia
eloodog Olvetat ywx sha512 BOa mpokUmrtel pio €€o8og upe 128
SeKAeEASIKOUG YAPAKTNPEG KAL QUTH VAL 1] KPUTITOYPAPNUEVT] LOPEPT).
H (8l eloodog Ba Sivel mavta Vv (St €€060 hash, 6pwg eival oxedov
adVvato va TPoKUYPEL amd Tnv Kpumtoypa@nuévn €080 1 apxLki
€loodo¢. TNV Tapovoa epyacia 0 OAyOpLOUOG VLAOTIOLEITAL Yl TNV
KPUTITOYPAPN 0N TWV KWSIKWV TWV XPNOTWYV TNG EQAPLOYNS KL YL TOV
vToAOYLo O TwV hash Twv kovTwv Tov blockchain.

e cors: To "CORS" onuaivetl Cross-Origin Resource Sharing kat emitpémel
va ylvovTtal requests amo TV E@ApUOYN LOG O€ Evav AAAO LOTOTOTIO TL.Y.
amd kamola APIs mov xpnowomolovpe. OUCLAOTIKA, TOPAKAUTITEL TIG
pubuicelg moOv €xouv KATOlOL browsers kalt amayopelouvv oUTA T
requests cUPL@wva pe TV ToAttikny Same Origin Policy (SOP). I'a va unv
uTdpxovv Bpata oe SlaopeTikovg browsers, To gvepyomolovpe (B
SovpEe 0TO KEPAANO 4 TIwG) 0TOV KWSIKA TNG EQAPUOYNG LG, KPOV

TPWTA TO EYKATACTICOVE E TNV EVTOAT npm install cors.
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4, Asttovpyla e@appuoyng

ZUVOTITIKA, 1 AelToupylar TG €PAPUOYNG UTOpPEl va xwplotel oe 3 otddia.

ApxK&, 0TV KATOLOG XPNOTNG AVOLYyEL TNV EQPAPUOYT cuVavTd Tnv 086vn Login,
OTIOV UTIOPEL VA TANKTPOAOYNOEL Ta oTolyela Tou (username, password) kat va
€l0éABeL oTOV Aoyaplacpud tov N va petafel omv GAAn o66vn tou Sign-Up, va
EYYPAPEL OTNV EQAPUOYT KAL ETEITA VA TIPAYUATOTIONOEL TNV €l0050 TOL. AV TO
login yivel emtuxwg o xpriom¢ petafaivel oto view tov Lobby, 0Tov vmapyet pia
AloTa e OAOUG TOUG EYYEYPUAUEVOUG XPNOTEG TNG EQAPUOYNG KL UTOPEL va
EMAEEEL e TtoLdV emBupel va CLUVOUIANOEL Kal va KAvel 'enter’ ot ouvljtnon. To
30 kat teAevtaio otddio elval n ovvopia/Conversation mov mepAapupavetl v
live cuvopAla TwV 2 XpNOTWV KAl UTIAPXOLV OAX TA TPOTYOUHEVA UNVOUATA TTOV
éxovv avtaAragel. To kaBe pnvupa eival pla ocvvaAdayn oto blockchain tou
BigchainDB kot kaBe tétolx cuvaAdayn eivar kat éva block oto blockchain mov
amoBnkeveTal otV TOTIKN Hag Baon MongoDB. Ymdapxet unxaviopog otov
KWOIKA POG, WOTE OMOLAONTOTE LETATPOTIN/SLAYpAPT] TWV KOUTLWV OTO TOTILKO
uag blockchain avalpeital pe auTOMAT AVAKATAOKELUN TNG QALCISAS HAg,
'"tpafwvrtag’ Ta oxetikd dedopéva amo to blockchain tov BigchainDB kat av katt
TE€tolo ovpufel o SLApKeLa GUVOUIALAG 2 XPNOTWYV, TOTE EVILEPWVOVTAL [LE POP-
up pvopa, mepluévouv 5 Sevtepodenta va emotpéPel to blockchain otnv

KQVOVIKT] TOU LOP@T) KAL LETA UTTOPOVV VX GUVOUIATIGOUY Eava.

4.1 Login-SignUp

Apxka, €xoupe To apyelo User.js (Bploketal oto back-end g eapuoyng pag)
OV AVAPEPETAL OTO HOVTEAO Tou xpnotn (user model) kat avtiotol el otov
T{vaka users mov amofnkeveTal 6TV TOTKN Hag Baon MongoDB. Ymdapyouv ot
UTIOXPEWTIKEG 810TNTEG name, password kot address_publicKey ywax tov kdBe
XPNOTN TOV HETAPPALOVTAL OTO OVOUQ, KWSIKO TPOGBactg Tou TNV QAPLOYN
kat otnv Stevbuvon (Eva dnpdoio KAELST) ylx TV amooToAn UNVUULAT®Y TIPOG TOV
OUYKEKPLUEVO Xp1oTh, evw N WdtnTa {timestamps:true} evnuepwvel ™ Baon va
B&ler autoépata oe  kabBe  gyypa@n TNV XPOVIKN]  OTLyUn] OV

mpootifeTal/amofnkeVeTal KATOLOG XP1)OTNG.
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0L 2 mapakdtw koves 8 & 9 avtiotoloVv ota views tou Login kat Sign-Up
KQL qUTT) €lval 1 OTITIKN TOV XP1)OTH, OTAV AVOLYEL TNV EQAPUOYN KL TIPOKELTAL VA
eloéABeL N va eyypagel og autnv. O KwdKag TTov Tpoodlopilel avTd Ta 2 pages
xwpiletal ota apyeia Tov front-end (login.js, signup.js) kat ota apxeia Tov back-
end (userController.js, userRouting.js, authentication.js). Emiong, umdpyouvv
apxela Tov eumAgkovVTAL EPpECA OTIS SLASIKAGIEG EL0OSOV 1) EYYpa@NG, aAAG Ba

TAPOVGLACTOVV TNV KATAAANAT GTLyun.

Blockchain Messenger by cerasimos Varnis Login Sign-Up

MName

Enter your name

Password

Enter your password

Ewxova 8 - Login

Blockchain Messenger sy cerasimos Varnis Login Sign-Up

Name

Enter your name

Password

Enter your password

Ewova 9 - Sign-Up
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Ag tepryparovpe TL cupfaivel 6TV 0 XPNOTNG AVOLYEL TNV EQAPUOYT) KL BEAEL

VO EYYPAPEL:

Ioppwva pe v Etkova 9 elodyel Ta otolyela ov embupel (Ovopa kat
KWKo mpdcoPaong) kat matasl To kovutni Sign-Up 1 to kovumi Enter
0TO TTANKTPOAGYLO TOV.

Tote kodeltar n péBodog signupUser(), Aapfdvovtal Ta oTOLXEIQ TTOV
TANKTPOAGYNOE 0 XpNoTtnG amd ta references twv input elements kot
QUTEG OL TIHEG OoTEAVOVTAL [E TO axios.post otn peBodo sign-up Tov
back-end kat ouvykekpwéva To request yivetat oto url
http://localhost:8000/user/sign-up.

Y10 apxelo server.js £xeL OpLOTEL TTWG YLK TA ALTHUATA TIOV YIVOVTOL GTO

back-end Ba xpnoomoteital  B0pa 8000 tov localhost pe Tnv evtoAn

Server = app.listen(8000, () {

console.log('Server is listening on port 8000');

});
Emiong, oto apxelo app.js vmapxet n MAwon TwG UETA TO

localhost:8000 6a PBploketar To Juser, omoOTe TA ouTHUOTH O«

TpaypatomolovTal péow Tov axios ato url http://localhost:8000/user.

app.use('/user', require('./userRouting'));
Me Baon v teAevtaia evtoAn kaAsital to apyeio userRouting.js kot

exkel avaloya pe To TL UTapxel oto url petd to user/, MOuv OTNV
TepIMTwoNn pag elvat To sign-up, kaAeital n avtiotoyn uéBodog tov

userController amé to apyeio userController.js. Exel £xovpe v evtoin

router.post('/sign-up', appErrors(userController.signup));

To router eival pia AetTovpyia TOL express Kal LETAPPATEL TA AT HATA

mov  ylvovtar oam6 to front-end (uéow TOL axios) o€
Sadikaoieg/pebo6dovg oto back-end. AnAadn, esvw Mpaotav oTo
http://localhost:3000/signup kot Kavape To axios post oto url
http://localhost:8000/user/sign-up autd TeAlk& BOa odnynbel oTov
userController kat otnv pébodo signup kat av mpokUPovv cEAApATA
ToTe Ba Slayelplotovv amd 1o apyelo handlingErrors.js, kabBws 6TwG
@aivetal oto userRouting.js €yet yivel katn SMAwon

{appErrors} = require('./handlingErrors')
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TeAwka, éxovpe @tdoel oto apyeio userController.js Kot GUYKEKPLUEV

otn pebodo signup. IMaipvoupe ta otolyela OV €loyaye 0 XpNoTNg
HECW TOU QVTIKELPEVOU req (request), eEAéyxovue otn Baomn av vTtapxeL
Nén XPNoTNG HE TO OVOUX 1 av 0 KWOIKOG elval HIKpOTEPOS amod 8
XAPAKTNPES 1) av Sev £xel eloayBel Ovoua atmd Tov xpnotn, wote va Pyel
TO avTioTOL(O error Pnvupa. Av Tave OAQ KaAQ TOTE TOPAYETAL EVa
dnuooclo kAeldi pe PBdaomn To epyodelo nacl kal TO HETATPEMW OF
dekaefadikn popen pe tn pebodo fromUint8ArraytoHexadecimalString.
TeAwkd amobnkedw Tov xpnotn otn Bdaon dedopévwv pe To OGvouQ, TO
hash Touv kWdKoU Touv TANKTPOAGYNOE Kol To SMUOcLo KAEWSL o€
SeKaeEaOIKN LOP@PT] KL EVTEAEL EMOTPEPW Ml amAvInomn json oTo
front-end péow Tov res.json OTL 0 XPNOTNG EXEL EYYPAPEL ETLTUXWSG.

To apykd axios.post mov eixe ylvelr amdé to front-end otn pébBodo
signupUser() £xeL Tdapel TMAEOV TETUXMUEVN] ATAVINON 1 KATOLO
O@AAUQL.

axios.post('http://localhost:8000/user/sign-up', {
name,
password
}).then(response {
showMessage('success', response.data.message);
props.history.push('./login");

}).catch(error

if(error.response){
showMessage('error',error.response.data.message)

H metuymuévn amavinon eivar péoca oto then kat gpgaviletat oto
xpnotn péow tng showMessage kat Touv pop up mapaBipov amd to
epyadeio sweetalert (Ewkéva 10). To o@dApa 'mdvetal’ and v catch
KOl Qv TTPOKELTAL Yiot O@AARX OV eA€yxOnke amod tov controller tote

en@avidetal To pnvupa mou elyape opioel exel (Ewwova 11, Ewkova 12,
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Etkova 13), adAAw§ ep@aviletal To o@AANa cOp@®va HE TIG pubpioelg
Tov browser.

Blockchain Messenger sy Gerasimos Vamis _ ~
User "james" has signed-

up.

Name

Enter your name

Password

Enter your password

Ewova 10 - Emituynuévn eyypaen kat redirect ato login view

Blockchain M nger oy Varnis ) )
® MName is required

Name

Enter your name

Password

Ewova 11 - Zpadua kata v eyypapn -> Agv Exel eloay el ovoua
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Blockchain M nger sy Varnis . .
This user already exists.
® Please try a different
name.

Name

gerasimos

Password

Ewkéva 12 - ZpdAua katd v eyypapt) -> Yadapyet 16n xpriotns e avtd to ovoua
Blockchain Messenger oy cerasimos varnis

Password must contain
at least 8 characters.

Name

new user

Password

Ewova 13 - ZpaAua kata v eyypa@n -> 0 KwSiko¢ TPOTfacns TPETEL VA EXEL
TOVAdYLOTOV 8 YapaKTHPES
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‘OTav 0 XPNOTNG EXEL TAEOV EYYPAPEL OTNV EQAPUOYT, UTIOPEL VX KAVEL El0050

KAl HAALOTA HETA TNV EYYPAPY] avakatevBUveTal autdpata oto view tov login,

OTwWG @aivetal kat otnv Etkdéva 8. Mg mapopola Aoyikn KoSika OTwG Kol 0To

sign-up, €(ovpe:

Toppwva pe v Ewdva 8 elodyel ta otolyela Touv (Ovopa Kot KwSiko
mpooPaocng) kat matdel to kovumi Login 11 to kovumi Enter oto
TIANKTPOAGYLO TOV.

Tote kodeltar n péBodog loginUser(), Aapfavovtal Ta oTOLEA TTOV
TANKTPOAGYNOE 0 XpNoTtn¢ amd ta references twv input elements ko
QUTEG OL TIPEG oTEAVOVTOL [LE TO axios.post ot uéBodo login tov back-
end kat ovykekpléva  To  request  yivetaw  oto  url
http://localhost:8000/user/login.

Zto apxelo server.js £xeL OpLOTEL WG YLK TA ALTIUATA TIOV YIVOVTAL GTO

back-end Ba xpnopomoteital ) B0pa 8000 tov localhost pe Tnv evtoAn

const Server = app.listen(8000, () => {

console.log('Server is listening on port 8000');

});
Emiong, oto apxelo app.js vmapxet n SMAwon TwG UETA TO

localhost:8000 6a PBploketat To Juser, omoOTe TA oUTHUATH O«

TpaypatomolovTal péow Tov axios ato url http://localhost:8000/user.

app.use('/user', require('./userRouting'));
Me Baon v teAevtaia evtoAn kaAsital to apyeio userRouting.js kot

exkel avaloya pe To TL uTapxel oto url petd to user/, MOuv OTNV
mepimtwon pag eivat to login, koAeitar n avtiotoym péBodog tou

userController amé to apyeio userController.js. Exel £xovpe v evtoin

router.post('/login, appErrors(userController.login));
To router eival pia Aettovpyla TOL express Kal LETAPPATEL TA AT HATA

mov  ylvovtar oam6 To front-end (uéow TOL axios) o€
Sadikaoieg/pebd6dovg oto back-end. AnAadn, esvw Mupaoctav oTo
http://localhost:3000/login kot kd&vape To axios post oto url
http://localhost:8000/user/login avtd TeAkd Oa odnynbel oTov

userController kat otnv puébodo login kaL av mpokUYPouv cAApATA
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Tote Ba Slayelplotoly amd 1o apyelo handlingErrors.js, kabBwg 0Twg

@aivetal oto userRouting.js €xet ylvel kat n Sniwon

{appErrors} = require('./handlingErrors")
o Telika, £xovue @taoel oto apyeio userController.js Kot GUYKEKPLUEVQ

otn pnéBodo login. Maipvoupe Ta oTOLKELX TTOV ELGTYAYE O XPNIOTNG LECW
TOU avTikelpevou req (request), eAéyyovpe otn Pdon av vmdapyel
XPNOTNG HE aUTO TO Gvopa 1) AV 0 KwOLKOG elvatl AavBaopévog, WoTe va
Byel To avtioToyo error uivupa. Av tave 0Aa KaAd TOTE Snuovpyeital
To token pe tnv péBodo sign Tov epyareiov jwt, To omoio ivat povadiko
Yl QuTO TOV XPNOTN KL TN GUYKEKPLUEVT oUVEEDT. TEAIKA, EMIOTPEPW
uilo amavtnon json oto front-end péow TOL res.json 4TL 0 XP1OTNG EXEL
€L0éA0eL emITUXWG Pe To avtioTolyo token kot To Id Tov amd T Baon
dedopévwv.

e To apykd axios.post mov eixe yivelr amdé to front-end otn péBodo
loginUser() €xeL TapeL TAEOV TIETUXTUEVT] ATTAVTNOT) 1] KATIOLO GOAANAL.

axios.post('http://localhost:8000/user/login', {
name,
password

}).then(response {
showMessage('success', response.data.message);

localStorage.setItem('userToken', response.data.token);
localStorage.setItem('userName', name);
localStorage.setItem('currentUserId',response.data.userId);
props.history.push('/lobby"');

props.SocketIO Setup();

}).catch(error

if(error.response){
showMessage('error',error.response.data.message)
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H metuympévn amavimon eival péoca oto then kat gp@avifetat oto
xpnotn péow NG showMessage kat Tov pop up mapaBupov amd to
epyaleio sweetalert (Ewkéva 14). To o@dApa 'mdvetal’ and v catch
KOl Qv TIPOKELTAL Yl O@AARX IOV €AEyxOnKe amd Tov controller tote
ep@avietal To pvupa mov eiyape opioel kel (Ewkova 15, Eikova 16),

QAALWG EPPVITETAL TO OPAALX CUPPWVA UE TIS puBuioels Tov browser.

Blockchain Messenger sy cerasimas vamis .
User “james"™ has logged
in.

Click Enter to start a conversation

List of Registered Users

gerasimos -

amanda

Ewova 14 - Emtuynuévn eioodog kat lobby view
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Blockchain M nger oy Varnis

User does not exist or
® the username is not

correct.

Name

helen

Password

Ewkova 15 - Zpdlua katd tnv gioodo -> To ovoua ypriotn GV vTApyEL 1)
TANKTpOoAoynOnke AdBog

Blockchain Messenger sy cerasimos varnis .
The password is not
® correct.

Name

james

Password

Ewova 16 - Zpalua kata tnv €loodo -> 0 kwdlkog mpoofacns eivat Aavlaouévos
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4.2 Lobby

Metd to metuxnuévo login touv xpnotn péocw NG peBodov loginUser() tou

apxelov login.js Kol CUYKEKPLUEVA PETA TIG TIAPAKATW YPOAUHUES KWOIKA,

props.history.push('/lobby");

props.SocketIO Setup();

uetaepopaote oto view http://localhost:3000/lobby pe mapdAAnAn kAnon tng
uebodov SocketlO_Setup(), n omola eivat oto apxelo App.js.
SocketIO Setup = () {

userToken = localStorage.getItem('userToken");

if(userToken && !socketIO) {
socket = IO("http://localhost:8000", {
query: {
token: localStorage.getItem('userToken'),
s

¥ )§

socket.on('disconnect', ()
setSocketIO( );

1)s

socket.on('connect’, ()
setSocketIO(socket);

1)s

H pébodog autn apyikd eAéyxel av LTAPYEL To token Tou XpNotn HEOW TOL
localStorage (eixe amoBnkevtel katd To login) koL 6TL Sev vTAPXEL 10N cVVEEDT
socket 11 8ev £xeL ylvel amooUvdeon. Tote, dnpovpyesitat to socket instance
Stvovtag oav povadikd ototyeio To token tov xprotn (mov eival emiong povadiko)
kal tpoodlopifetal T Ba yivetal otnv amoovvdeon tov socket kat otnv ocvvdeon.
v amooVvdeon to socket Sev €xet Ty (Ba elvae null), evo ot ovvdeon

opiletal mwg N Sadpopn yia to socket kat 1 emikowwvia pe to back-end 6a
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yivetat péow tov url http://localhost:8000, 6TTov Ba VTTAPXEL TO quUery ocav £§Tpa
mANpowopia oto request pe to userToken va eivalr to povadikd token Tov
Tpexovtog xpnotn. ‘Etol, n kdBe cvvdeon socket Stapépel amd tnv omoladnmote
GAAN Kol TeAkd, pe PBdon tov kwdika touv App.s Ba eu@aviotel to Lobby
component touv apyelov lobby.js oto omolo €xeL TepaOTEl GOV TTAPAUETPOS T

ovvdeon socket Tov pOALS SnuovpyNONKE.

exact path= render={() socket=
Emopévwg, Bplokopacte oto view tn¢g Etkovac 17 To omoilo avtioTtolyel oto

apxelo lobby.js Tovu front-end kal Tapatnpovpe OTL £xeL ep@avioTel pia Alota pe

0A0VG TOUG SLKBECIUOVG XPNOTEG TNG EQAPUOYNG, HE TOUG OTIOlOUG UTIOPEl Vo

OUVOUIAN|OEL 0 TPEXWV XPNOTNG (james) TATwVTAG TO avaAoyo KouuTti Enter.

O O o localhost:3000/lobby

Blockchain Messenger vy cerasimos varnis Lobby Logout

Click Enter to start a conversation

List of Registered Users
gerasimos

amanda

Ewéva 17 - Lobby page
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[Twg Aettovpyel to lobby:

o Apxlkd, opiloupe Evav TvaKa USETrS [LE TN Lop@T oTaBEPAS, IOV PTopEl
va eviiuepwOel povo pe v ocuvvaptnon setUsers(). Avt eival 1 popen
yw pia Asrtovpyila tou react mouv ovopaletat React.useState([]) kat
avnkel otnv katnyopia React Hooks, évag TpOTOG yla v evnuepmveTal

SUVAULKA 1 KATAOTAOT) €VOG page 0To react.

e KaBe @opd mov @optwvel ek véou 1 oeAida (yivetat login, kdvw refresh

A

N TMataw To Kouuml Lobby mavw 8efld otn pumdapa/navbar) tpéxel n
uebodog React.useEffect(...), mov eivat GAAN pila onpavtikny Asttovpyla

React Hooks.

React.useEffect(() {
getAllUsers();

if(localStorage.getItem('reloaded’)==="true'
&& localStorage.getItem('userToken') !== "null'){
showMessage('info', 'You were redirected here to
instantiate the socket connection again.
There is no need to refresh the page.');
localStorage.setItem('reloaded’, )

if(localStorage.getItem('reconstructediWhenEntering')
=== 'true'){
showMessage('info', 'The blockchain is not valid and has
to be reconstructed. Please wait for this
message to disappear and enter again...');
localStorage.setItem('reconstructedWhenEntering’, );

[1);
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Méoa otnv useEffect() exto¢ amd kAmolOUG EAEYYXOUG KL TA OXETIKA
unvopata, yw to av to blockchain pag 8ev eival éykuvpo 1 av yivel
avavéworn oTo view G cuvopAiag ( 0Twe Ba Sovpe, To TpéYov socket
QTOCUVSEETAL AV YIVEL avavEWON TNG 0eASAS), UTTAPXEL KL ) KAT)OT) TNG
nuebodov getAllUsers() mou kavel €va axios get ylx va @EpeL TOUG
XPNOTES amod v Bdaon SeSoUéVwVY Kal Vo TOUG eR@avicel otV AloTa.
IOpPwva PE TOV KWOSIKA TOU aKOAOUOEl, OTO €0WTEPIKO TNG
getAllUsers() vtapxel autn TN @opd pia get peBodog ov avtioTolXel o€
aitnua oto url http://localhost:8000/user/users koL Ta SeSopéva oV
oTéAvovtal oto request eival eva avtikeipevo headers, to omolo
mepapfavet v 8Ot Authorization:  'Bearer '+
localStorage.getitem('userToken'). 'OMw¢G QaVAQEPETAL KAL  OTOV
OXOALOUO TOU KWK, 0 TPOTOG IOV OTEAVOUUE TO get request elvat
HECW TILOTOTIOMONG TOV XPNoTN, 1ToL To bearer authentication 1 aAALWG
token authentication onuaivel "dwoe mpoécPacn yia request amd TOV
client tpog tov server, u6vo o€ autov mov @PEpel To token (bearer of
token)" kat amoteAel évav TpOTO va Yivel éva http request mpog tov
oépPep pe €Aeyxo tavtotntag/authentication. ‘Emerta, to token avtd
eAéyxetal oto backend/server side katL av elval OVTwG €ykvpo, TOTE

yivetal To request Kavovikd.

getAllUsers = () {
axios.get('http://localhost:8000/user/users', {
headers: {
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Authorization: 'Bearer +

localStorage.getItem('userToken"),

¥
})
.then( (response) {

setUsers(response.data);

})

.catch( (error) {
setTimeout(getAllUsers, 2000);

Zto apxelo server.js £xeL OpLOTEL WG YIX TA ALTIUATA TIOV YIVOVTAL GTO
back-end Ba xpnowomoteitat B0pa 8000 tov localhost pe Tnv evtoAn

Server = app.listen(8000, () {
console.log('Server is listening on port 8000');

});
Emiong, oto apxeio app.js vmapxet n SMAwon TwG UETA TO

localhost:8000 6a PBploketar To Juser, omOTe TA ouTHuata O«

TpaypatomoloVvTal péow Tov axios ato url http://localhost:8000/user.

app.use('/user', require('./userRouting'));
Me Baomn v tedevtaia evtoArn kaAdeital To apxeio userRouting.js kot

ekel avaloya pe To TL vTapxel oto url petd to user/, MOL OTNV
TEPIMTWON pHag elval To users, KoAeltal 1 avrtiotoyn péBodog tov

userController amé to apyeio userController.js. Exel £xovpe thv evtoAn

router.get('/users’,

authentication, appErrors(userController.getAllUsers));
To router eival pia Aettovpyla TOL express Kal HETAPPATEL TA AT HATA

mov  ylvovtar oam6 To front-end (uéow TOL axios) o€
Stadikaoieg/pebo6dovg oto back-end. AnAadn, evw Mpaoctav oTo
http://localhost:3000/lobby xoat xd&vape To axios get oto url
http://localhost:8000/user/users, aut6 TeAlkd 6Oa odnynbel otov

userController kat otnv pébodo getAllUsers() kat av mpokUYouv
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o@dApata tote B Swaxelplotovv amod to apyelo handlingErrors.js,

KaBw¢ 0TwG aivetal oto userRouting.js €xet yivel kaitn SAwon

const {appErrors} = require('./handlingErrors")

const authentication = require('./authentication');
To authentication péoa oV mapamdvw evtoArn router, TPAYUATOTOLEL

TOV £€AeyX0 IOV TEPLYPAPAE KL AUTO YIVETAL CUUPWVA UE TO ap)Elo

authentication.js. Ekel maipvoupe to token amdé to header tovu

QLT LOTOG TIOV £YLVE PYLKA [E TNV axios get kal EAEYYOUUE av VTTAPXEL
token (wote va Byel ujvupa AdBoug KAt va PV TOTPAPEL TTETUXNLEVT
amavtnon). Av To token VTTAPYEL, TIPETEL VX ETIIKUPWOEL pe TNV uéBodo
verify() tou jwt kot av TpokUYPeEL OMOLOSNTIOTE OCEAANX OTNV
eMKLVpwo Ba 'maotel’ anmd v catch kat Ba epaviotel pvopa 'Not
Authorized'. Av to token elvat evtédet €ykupo pe v next() pébodo tov
express framework, emoTpé@PeTal autopata to request otnv uéBodo
getAllUsers().

o Telika, £xovue @Taoel oto apyelo userController.js Kot GUYKEKPLUEVQ

otn pébodo getAllUsers(). Bplokoupe 0A0UG TOUG XPNOTEG QATO TNV
ovAMoyn User otn Pdaon OSedouévwv Kol TOUG EMIOTPEQPOVUE WG
amdvinon json oto front-end péow tov res.json.

e To apxwo axios.get mov eixe yivelr amé to front-end otn pébBodo
getAllUsers(), €xelL mApel TAEOV TETUYMHUEVN OATAVTINOT 1) KATOLO
o@dApa. H metuxnuévn amavtnon elvat péoa oto then kau
evnueEpWVETAL 0 Tivakag users. To o@dApa 'mavetal’ amd v catch kat
Bétouvpe va Eavayivel To axios.get o€ 2 SeutepOAemTa pEXPL va Yivel
TIETUXNUEVT) ETILOTPOPY] ATIAVTNOTG TNG AlOTAG TWV XPNOTWV.

e E@ooov £xoupe T AloTa pe TOUG XP1OTES, AUTH ER@AVI(ETAL LECW EVOG
filter kat map, péoa oto <div className="conversations'>...</div> g
Ewovag 18. OL XpNOTEG TOU €YOVHE TAPEL AmO TNV axios.get wg
QTAVTNON @ATPAPOVTAL TTPWTA, WOTE VU APALPEDEL 0 TPEYWV XPNIOTNG
™G e@appoyns (apa Ba ep@aviotolv 6AoL 0L UTTOAOLTIOL XPNOTES) Kol
yw tov véo Tivaka (xwpls Tov Tpéxwv xpnotn) yivetal éva map, Tov

onuaivel yia kaBe otolyelo Tov mivaka (Y kabe xpriotn) Ba eppaviow
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2 divs kat éva Link. To mpwTto div opadomolel Ta oToL) el TOV EKAOTOTE
Xpnot oVu@wva pe To povadikd tou user.id kot péoa oe autod
vTapxel to div pe to 6vopa tov kat éva Link, mou 6tav matiow TO
kovuni  Enter pe  peta@epel  yw  moapadetypa  oto  url
http://localhost:3000/conversation/6258797276236498_61965f5067
9cab98f4e7cf39_gerasimos . Metd to /conversation/ Tmaipvw o) povo
Toug aplBpovg amod ta ids Twv 2 xpnotwv (LEow Tou regex const reg =
/\d+/g xau match(reg).join("')) mOL TPOKELTAL VA GUVOUIATIOOUV KOL
Toug TpooBétw (auTdS 0 aplBpog Ba eivatr mavta o dog), B) to id
autoL Tov Ba Aapfdavel Ta unvopata kat y) tTo ovoua tov. Ta 3 auta
otolyela ywpilovtar pe _ kat Ba kablotolv povadikny Tnv Kabe

OUVOUALX HETAED 2 XPNOTWV.

className="con
className 't of Registered Users
( u.name !== localStorage.getItem( userName')).map(user
key={user. id} className="conversation”
user.name

Link to={'/conversation/ "eg).join(" ")) +

parselnt{localStorage.getItem( currentUserId’}.match(reg).
" +user._id + '_' + user.name
className="btn btn-primary btn-block”>Enter

oin("''))) +

Link

Ewxova 18 - l[lwg mpokUTTel n AloTta TwVv Xpnotwv
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4.3 Conversation
E@o6oov o xpnotng emAEEeL KATTOLOV AAAO XPNOTN YL VA GUVOWIATIOEL KoL

TaToeL To avtiotolyo kovumi Enter otnv Ewova 17, ol TAPAUETPOL UETA TO

/conversation/ t™¢ Ewkdvag 18 (mov einynoape Mapamavw) oTEAVOVTAL GTO

apxelo App.js kot amoteAoVv To conversationParameters Tov TapakATw KOSKA.

exact path= render={(props)
socket= match={props.match

'Etol, Oa petagepbolpe oto Conversation component 6mov 6a TepAcOUVUE OTL
TepLEXETAL 0TO conversationParameters oto props.match w¢ match kat thv Twun
™¢ otabepag socketlO (mov eiyape opioel péow g pedd6dov SocketlO_Setup()
otav €ywe to login kat n eme&nynon Bploketal 6TV apyn Tov vokePaiaiov 4.2,
HEPLKEG oeAlBeg vwpitepa) wg socket. Tedkd, Oa Bpedole oto conversation view

To omolio @aivetal oV Etkova 19.

Blockchain Messenger oy cerasimos Varnis Lobby Logout

-

Me: hello gerasimos!
gerasimos: hi james!

Type here...

-

Ewova 19 - llapadetyua ovvoutdiag - conversation page
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AkoAovBel 1 emednynon ¢ Asttovpylag Tov conversation:
o Apxlkd, TalPVOUUE OAEG TIG TANPO@OPIEG TIOL TEPLEXOVTAL OTO
match.params.conversationParameters kot ocvykekpipéva 0a mapw TO
id ™¢ ovvopriag, To id Tov xpnon oL AAuPAVEL TA UNMVUUATA KoL TO
ovopa tou. Opifoupe Evav Tivaka messages e T Lop@n oTabepdg, Tov
umopel va evnuepwBel poévo pe v ouvvaptnorn setMessages() kat
AVOPEPETAL OE OA TA UNVOUATA TIOU EXOVV AVTAAAAEEL OL 2 XP1)OTEG TNG
oUVOUAlaG. Autn elval 1 pope1 Yyl pila Agttoupyla Tou react mov
ovopaletat React.useState([]) kat avkel otnv katnyopia React Hooks,
€Vag TPOTIOG YL VAL EVILEPWVETAL SUVAULKA 1] KATAOTAOT EVOG page 6TO

react.

conversationID =
match.params.conversationParameters.split(' ')[0];

userID = match.params.conversationParameters.split(' ")[1];

receiverName =
match.params.conversationParameters.split(' ")[2];

[messages, setMessages] = React.useState([]);

msgReference = React.useRef();

e Ymdapyovv 2 ouvvaptnoels ReactuseEffect(...), mov elvat GAAn pia
onuavtikny Asttovpyia React Hooks kot autd yivetal emeldn 6édovpe
kaBe useEffect() va SovAevel pe Saopetikd Tpoémo. H mpwn
useEffect() OBa popTtwveL pdvo TNV TPWTN QOPAE IOV ELCEPYETAL KATIOLOG
XPNOTNG TN GUVOMALA KOl UIVETAL TTAPAKATW, OTIOVL TO emit KaAel pia
uebodo socket kat to on opilel TL Ba yivetal 6Tav kaAsital n avtioToym

uebodog.

React.useEffect(()
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console.log(socket);
if(socket)
socket.emit('enterConversation', {
conversationId: conversationID,
userId: userID

3

socket.on('informTheUserWhenkEntering', () {
window.location.href = 'http://localhost:3000/1lobby";
localStorage.setItem('reconstructedWhenEntering’,
)5
}

socket.on('getAllMessages', ({allMessages})
newMessages = [];

if(allMessages){
for ( msg allMessages) {
message = {
name: msg.username,
userId: msg.userSender,
message: msg.message

}

newMessages.push(message);

}

setMessages(newMessages);

return () {
if(socket){
socket.emit('leaveConversation', {
conversationId: conversationlID,

e Emopévwg, apxika kaieital n pebodog enterConversation mov vmapyel
oto apyelo server.js Tou back-end kol ekel oTEAvovTal Ol TAPAPETPOL

oV Ttepvape (conversationlD, userID).

socket.on('enterConversation’, ({conversationId, userId})

{

socket.join(conversationId);
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console.log('entered the conversation ' + conversationId)

blockchain = await Blockchain.find();

res = await conn.searchAssets('BlockchainMessenger_vi1');

if(blockchain.length === 0 && res.length === 0) {
await CreateGenesisBlock(socket.userld);
}

else{
valid = await VerifyTheBlockchain(blockchain);
if(!lvalid){
await ReconstructTheBlockchain();
SocketIO.to(conversationId).emit
("informTheUserWhenEntering', {});

await User.findOne({_id: socket.userId});

await User.findOne({ _id: userlId});

senderKeyPair = nacl.box.keyPair.fromSecretKey(
fromHexadecimalStringtoUint8Array(userS.address _publicKey));

recipientKeyPair = nacl.box.keyPair.fromSecretKey(
fromHexadecimalStringtoUint8Array(userR.address publicKey));

oneTimeCodel recipientKeyPair.publicKey.slice(8);
oneTimeCode2 senderKeyPair.publicKey.slice(8);

blocks = await Blockchain.find({$or:[ {senderId:
socket.userId, recipientId: userId}, {senderId: userId,
recipientId: socket.userId} ] })
userMessages = [];
if(blocks.length>=1){
for( block blocks){
decodedMessage =
block.senderId === socket.userId?
nacl.box.open(
fromHexadecimalStringtoUint8Array(block.message), oneTimeCodel,
senderKeyPair.publicKey, recipientKeyPair.secretKey) :
nacl.box.open(
fromHexadecimalStringtoUint8Array(block.message), oneTimeCode2,
recipientKeyPair.publicKey, senderKeyPair.secretKey);
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readableMessage =
nacl.util.encodeUTF8(decodedMessage);

message = {
message: readableMessage,
username: block.senderId === socket.userId ?
userS.name : userR.name,
userSender: block.senderId

}

userMessages.push(message);

}

if(userMessages && userS && userR){
SocketIO.to(conversationId).emit('getAllMessages"’,

allMessages: userMessages

ESw yivovtal Sia@opes Sadikaoieg mov eival onUAvVTIKEG yla TNV
E@apPUOYN HoS a) emotpé@etal 6Ao to blockchain g epapuoyng pag
amdé T Tomikn Pdon pag, B) PBplokw O0Aeg TIG oLVAAAQAYEG TIOL
avtiototyovv oto O6vopa 'BlockchainMessenger_v1l' (mov to Sivw ocav
ovopa o€ kabe cuvaAdayn/unvupa Tov amobnkevw oto BigchainDB), y)
eAéyxw av vtapxel To blockchain pog pe to ocvykekpipévo ovoua (av dev
vTtapxel To blockchain ot tomikn Baon kat emiong ev LTIAPYEL KAL OTA
apxela Tov bigchaindb, téte onpaivel mwg eival 1 TpwTn @opda mov Ba
SnuovpynBet 1 ovAdoyn otnv PBdom, apa TPEMEL val SULOVPYNOW TO
genesis block, To mpwto kouti Tov blockchain mou mpémel va pmet

Xelpoxivnta, pe tnv peBodo createGenesisBlock(...)),

CreateGenesisBlock = (ids) {
userS = await User.findOne({_id: idS});

sender = driver.Ed25519Keypair(
fromHexadecimalStringtoUint8Array(userS.address_publicKey));

genesis = Blockchain({
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message: 'This is the genesis block"',

senderld: ,

recipientId: "',

timestamp: GetDateTimeNow(),

previousBlockHash: "',

currentBlockHash:
'd41cbddc5felaeb84e967773845f21a63bed45bb5a4e758e57bb453cd4ba768a811
cdaaf80lecc5cfbOd826bc20bf141f47d064156c2ce632dc8044cabd4bbf4aba’,

index: 0,

name: 'BlockchainMessenger v1'

1)

transaction = driver.Transaction.makeCreateTransaction(
genesis,
J
[ driver.Transaction.makeOutput(
driver.Transaction.makeEd25519Condition
(sender.publicKey))
1,

sender.publicKey

transactionSigned = driver.Transaction.signTransaction(
transaction, sender.privateKey);

conn.postTransactionCommit (transactionSigned);

await genesis.save();

8) av vmapyetl to blockchain pag, tote Mpémel va emkupwOel pe TV
uébodo VerifyTheBlockchain(...) , 1 omola eA€yxeL S1AQOPES TIEPIMTTWOELG
Tov To blockchain pag dev eival €ykvpo kal TOTE B€TEL TNV PETABANTY)
validity oe false. [IpakTikd, pe TN OEPA TOU UTIAPYXOUV OTOV KWOSLKA
eAéyxetal 1) av £xouv Slaypagel Ta TAvta amd v ToTiky Bdon, 2) av
€xeL Slaypa@el povo To genesis UTAOK, 3) av UTIAPYXOUV TOVAGXLOTOV 2
KOUTLA 0TV aAvcida pag, TOTE TpEMeL va eleyyxBovv ta hashes 6Awv
TWV KOUTLWV YA TO v €lval cwoTa Kol 4) €AEYXETAL AV 1) TOTILKY)
aAvoida pag €xet (5o unkog pe v aAvoida and to BigchainDB (dnAadn
eEAEYXETAL av EXEL SLaypaPEL KATIOLO, OTIOLOSTTIOTE KOUTL ATtd TNV TOTILKN
nag Baon). Av Sev oyVel Timota and autd ToTe To blockchain pag ivat

€YKUPO Kal eToTPEPETAL true, aAAlwg false.
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VerifyTheBlockchain = (blockchain)
validity = g

res = await conn.searchAssets('BlockchainMessenger_v1');

if(blockchain.length === 0) {
validity = 5
}

else if(blockchain.length > 0){
if(blockchain[@].index !== 0){
validity = A
}

if(blockchain.length>=2){
for( i=1; i<blockchain.length; i++){

ThisBlock = blockchain[i];
PreviousBlock = blockchain[i-1];

if( ThisBlock.previousBlockHash !==
PreviousBlock.currentBlockHash ||
ThisBlock.currentBlockHash !==
ComputeTheHashOfThisBlock(ThisBlock.message,
ThisBlock.previousBlockHash, ThisBlock.timestamp,
ThisBlock.senderId, ThisBlock.recipientId,
ThisBlock.index)

validity =
break;

if(res && validity){
if(res.length !== blockchain.length){
validity = 3
}
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console.log(validity);

return validity;

Av 1 cdvoida pag Sev gival Eykupn (N mapamavw cuvapTtnomn enéotpePe
false), TOTE TPEMEL VA AVAKATOOKEVOAOTEL HE TN OULVAPTHON
ReconstructTheBlockchain()  ep@avifovtag mapdAAnia  pnvupa
enuépwong TPog  Tov  xpnotn péow NG peBOSou  socket

informTheUserWhenEntering.

ReconstructTheBlockchain =

removed = await Blockchain.deleteMany({});

if(removed.deletedCount>=0){
conn.searchAssets('BlockchainMessenger_v1').then( response

for( i=0; i<response.length;i++){
blockdata = response[i].data;

block = Blockchain({
message: blockdata.message,
senderId: blockdata.senderlId,
recipientId: blockdata.recipientlId,
timestamp: blockdata.timestamp,
previousBlockHash: blockdata.previousBlockHash,
currentBlockHash: blockdata.currentBlockHash,
index: blockdata.index,
name: blockdata.name

})

block.save();

Le aut) TV mepimTwon €xeL yIVEL | AVAKATAOKEVT Kol KaAsital m
ovvaptnon informTheUserWhenEntering touv socket, 1 omolx

avtioTolyel oTov Kwdka Tov apyelov conversation.js
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socket.on(

window.location.href =
localStorage.setItem(
})

amd OToOV PETAPEPOUAOTE 0To apyelo lobby.js kal ouykekpluéva oto

ako6AovBo  onuelo, OTMOU  EVNUEPWVETAL O  XPNOTNG  OTL
QVOKATAOKEVAOTNKE 1 OAvolda pag kKot  B€tovpe To item
‘reconstructedWhenEntering' oe false yiwa tnv emopevn avtiotoym

TepimTwon.

(localStorage.getItem(
showMessage( ,

localStorage.setItem(

Blockchain Messenger by Gerasimos Varnis L.
The blockchainis not

valid and has to be
reconstructed. Please
wait for this message to
disappear and enter
again...

Click Enter to start a conversation

List of Registered Users

gerasimos -

amanda

Ewova 20 - Avakataokevn blockchain kata thv eloodo o€ cuvoutAia

72



Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -
['epdopog Bapvng

‘Emelta, oto  onuelo  TOU  serverjs  HETA TNV KANOM
informTheUserWhenEntering mpémetl va BpoUje TOV ATTOCTOAEN KL TOV
TapaANTTN amd v BAon HaGg, va SNULOVPYNoOVHE Ta (EVYAPLA TWV
KAeWblwv  ywx Ttov kabéva (pue Pdon Ta omola Ba  yiver n
QTOKPUTITOYPAPTNOT] TWV CGUVAAAAYWV/UNVUUATWV) Kol Vo 0pPLoTEl
kamolo onetimecode (mov Ba eival mavta to S0 kat Ba eivar 8
XAPAKTNPES) YA TNV QATMOKPUTITOYPAPNOT. Apéows peTd Bplokw Ta
blocks mov mepLEyovy Tar uvdpaTa PETAED TWV 2 XPNOTWV ElTE auTa
IOV £X€L OTEAEL 0 €vag Kal T TTapEAafe 0 AAAOG E(TE TO AVTIOTPOPO Kol
evTédel Bplokw TA KOUTLA TIOV TEPLEXOLV OAQ TA PUNVUHATA HETAED TWV
2 xpnotwv, &vw opllw é€évav mivaka userMessages ylax va TX
amofnkevow Kal va ta emotpePw HETA oto front-end. Av vmapyel
€0TW KL vV PNVUHA, TOTE QmoKpUTITOYypa@oLvTal avolyel To nacl.box
XPNOLUOTIOLWVTAG TO AVAA0Yo OSMUOcLo KAELWSL TOU ATOCTOAEN Kol TO
onetimecode kal To WOWTIKO KAEWSL TOV TTApaAnTTH. MeTaTpEMETAL TO
unvupa oe avayvwolpo format, dnulovpyesital To avTiKeipevo Tov
UNVOHOTOG KoL TpooTiBetal/ yivetal push otov Tivaka pnvupdtwv.

await User.findOne({_id: socket.userId});

await User.findOne({_id: userId});

senderKeyPair =
nacl.box.keyPair.fromSecretKey(fromHexadecimalStringtoUint8Array (us
erS.address_publicKey));

recipientKeyPair =
nacl.box.keyPair.fromSecretKey(fromHexadecimalStringtoUint8Array (us
erR.address_publicKey));

oneTimeCodel recipientKeyPair.publicKey.slice(8);
oneTimeCode2 senderKeyPair.publicKey.slice(8);

blocks = await Blockchain.find(
{$or:[
{senderId: socket.userId, recipientId: userId},
{senderId: userId, recipientId: socket.userId}

I

userMessages = [];
if(blocks.length>=1){
for( block blocks){
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decodedMessage = block.senderId === socket.userId ?
nacl.box.open(fromHexadecimalStringtoUint8Array(block.message),
oneTimeCodel, senderKeyPair.publicKey,
recipientKeyPair.secretKey) :
nacl.box.open(fromHexadecimalStringtoUint8Array(block.message),
oneTimeCode2, recipientKeyPair.publicKey,
senderKeyPair.secretKey);

readableMessage=nacl.util.encodeUTF8(decodedMessage);

message = {
message: readableMessage,
username: block.senderId === socket.userId ?
userS.name : userR.name,
userSender: block.senderId

}

userMessages.push(message);

}

if(userMessages && userS && userR){
SocketIO.to(conversationId).emit(
'getAllMessages',{allMessages: userMessages});
}

Av Aoumov TEPLEYOVTAL HUNVUHATA OTOV TIVOKX KoL Ol XPNOTES
(amootoAéag, mapaAnmtng) €xouv Ppebel toOTE KoAeitaw M péBodog
getAllMessages, |le To ouykekplpevo conversationld kal wg mTapAapeTpo
allMessages tov Tivaka tTwv pnvupdtwyv. H Stadikacia autn TeAelmvel
ue emotpo@n oto front-end kot otnv pebodo getAllMessages Tou

apxelov conversation.js, OTOU EVNUEPWVETAL 1 KATACTAON TWV

UNVUPATWY péow Tng setMessages() Kol €T0L TAEOV TA PNVOUATA TIOU
emotpéPapue amd to back-end, vmapxouv oto TpéYov state Tov

messages|[].

socket.on('getAllMessages', ({allMessages})
newMessages = [];
if(allMessages){
for ( msg allMessages) {
message = {

name: msg.username,
userId: msg.userSender,
message: msg.message

}

newMessages.push(message);

}

setMessages (newMessages);

TeAwkd, vtapxel pla return mpwv kAeioel n tpéxovoa useEffect kat eivat

ula eldkn mepimtwon yw 1o O0tav BEAw va Kavw KATL 0Tav Yivel
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unmount To component, SnAadn dTav EEVYOUHE ATO TO CUYKEKPLUEVO
view. Epelg B€Aovpe va evyel amo TV cUVOALX 0 XPT)OTNG TTOU KAEIVEL
Tov @UAAopeTpn TN 1] Tatdel To back, maesl oto lobby, kdvel logout 1

aVAVEWOT).

return () {
if(socket){
socket.emit('leaveConversation', {

conversationId: conversationID,

0OdnyoVpaoTe Kol TAAL OTO OPYELO SErVer.js Kol CUYKEKPLUEVA GTOV
TAPAKATW KWSIKA, OTTOV 0 Xp1oTtng Pyaivel amd Ty ovvdeon socket pe
To avtiotolyo conversationld. £& autd TO onpelo TEAEWWVEL | TIPWTN

useEffect.

socket.on('leaveConversation', (conversationId)
socket.leave(conversationld);
console.log('left the conversation ' +

conversationId.conversationId)

})
e H 6e0tepn useEffect Tou apyelov conversation.js @aivetal mapakaTw

Kal KaAeltal kaBe @opd Tov ylvetal pia aAAayr) 6TV KATACTACT TWV
messages, onAadn kabBe @opa& Tov oTEAveTAl pNVLpa HETAED Twv 2

XPNOTWV.

React.useEffect(()

if(socket){
socket.on('newConvMessage', (message) {
newMessages = [...messages, message];
setMessages (newMessages);

b
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socket.on('informTheUserWhenSending', () {
showMessage('info', 'The blockchain is not valid and
has to be reconstructed. Please wait for this message to disappear
and try again...');
})
}

}, [messages])

return (

== 'null’' &&
== ?

localStorage.getItem('userToken")
localStorage.getItem('userToken")

className="conversationBox"
className="receiver"
receiverName

className="conversationInterior"
messages.map((msg, index) ¢
key={index} className="message"
className={receiverName !== msg.name ?
"me" : "others" receiverName !== msg.name
? 'Me' : msg.name}: msg.message

))

className="conversationHandlers"

type="text" name='message'
placeholder="'Type here...'
ref={msgReference
onKeyPress={handleEnter

className="btn btn-primary btn-
block"
onClick={sendMessage}>Send
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style={{textAlign: 'center'}}>You are not
authorized to view this page.
Please login or sign-up.

Kabe @opd mov o xpnotng ypa@eL €va PVupa Kol TTATAEL TO KOVUT
Send 1 to Enter oto MANKTPOAOYldO TOL KoAeitar M péBodog

sendMessage() (tov apxelov conversation.js) yla va 6TaAEL TO pivupa.

handleEnter = e {
if (e.charCode === 13) {
sendMessage();

}

sendMessage = () {
if(socket){
socket.emit('conversationMessage', {
conversationId: conversationID,
message: msgReference.current.value,
userId: userID

s

msgReference.current.value = g

Ta oxola €inyovv emaxplfws TwG Aeltoupysl 1 ocLVAPTNON KAl
KaAeital 1 conversationMessage, mov Bploketat oto back-end oto
apxelo server.js 6TIOV TEPVANE GV TTAPAPETPOVG TO id NG CLUVOUIALAG
conversationID, ToO PVUHLX IOV OTEAVEL O XPNOTNG HECW TNG AVAPOPAS
amd to avtiotolyo input msgReference.current.value kai to id Tov
mapaAnmtn xpnotn userlD. Emopévwg, 1 Sadikacio amooToANng

UNVOUATOG €XEL WG EENG:

socket.on('conversationMessage', ({conversationId, message,

userId}) {
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await User.findOne({_id: socket.userId});

await User.findOne({_id: userlId});

blockchain = await Blockchain.find();

if(message){
valid = await VerifyTheBlockchain(blockchain);
validAfterRecons;

console.log('is chain valid?' + valid);
if(!lvalid){
reconstructed= await ReconstructTheBlockchain();
if(reconstructed){
validAfterRecons= VerifyTheBlockchain(blockchain);

}

SocketIO.to(conversationId).emit(
"informTheUserWhenSending', {});

blockchain = await Blockchain.find();

}

if(valid || validAfterRecons){
console.log('chain is valid');

sender = driver.Ed25519Keypair(
fromHexadecimalStringtoUint8Array(userS.address publicKey));

senderKeyPair = nacl.box.keyPair.fromSecretKey(
fromHexadecimalStringtoUint8Array (userS.address publicKey));

recipientKeyPair=nacl.box.keyPair.fromSecretKey(
fromHexadecimalStringtoUint8Array (userR.address publicKey));
oneTimeCode= recipientKeyPair.publicKey.slice(8);

unencryptedMessage = message;

encryptedMessage = nacl.box(
nacl.util.decodeUTF8(unencryptedMessage),
oneTimeCode,

recipientKeyPair.publicKey,
senderKeyPair.secretKey
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hexEncryptedMessage =
fromUint8ArraytoHexadecimalString(encryptedMessage);

Timestamp = GetDateTimeNow();

PreviousBlockHash = blockchain[blockchain.length
-1].currentBlockHash;

BlockIndex = blockchain[blockchain.length -
1].index + 1;

CurrentBlockHash =
ComputeTheHashOfThisBlock(hexEncryptedMessage, PreviousBlockHash,
Timestamp, userS. id, userR._id, BlockIndex);

assetData_BlockData = {
message: hexEncryptedMessage,
senderId: userS. id ,
recipientId: userR._id,
timestamp: Timestamp,
previousBlockHash: PreviousBlockHash,
currentBlockHash: CurrentBlockHash,
index: BlockIndex,
name: 'BlockchainMessenger v1'

transaction =
driver.Transaction.makeCreateTransaction(
assetData BlockData,

J

[ driver.Transaction.makeOutput(
driver.Transaction.makeEd25519Condition(
sender.publicKey))

1,

sender.publicKey

)s

transactionSigned=
driver.Transaction.signTransaction(transaction, sender.privateKey);

conn.postTransactionCommit(transactionSigned);

newBlock = Blockchain(assetData BlockData);

decodedMessage = nacl.box.open(
fromHexadecimalStringtoUint8Array (hexEncryptedMessage),
oneTimeCode, senderKeyPair.publicKey, recipientKeyPair.secretKey);

readableMessage =
nacl.util.encodeUTF8(decodedMessage);

SocketIO.to(conversationId).emit( 'newConvMessage',

{
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userId: userS. id,
name: userS.name,
message: readableMessage

1);

await newBlock.save();

1. Bplokoupe Tov amooTOAEN, TOV TTHPUANTITN KoL TV aAvcida pog
amd v Tomikn BAaomn kat Ta amobnkevovpe o 3 PETAPANTESG
usersS, userS, blockchain avtioctolya.

2. Av T0 unvupa mou €xoupe mepdoel amo to front-end Sev eival
KEVO TOTE o) eA€yxetal 1 eykvpotnta tou blockchain pe v
ueébodo VerifyTheBlockchain(blockchain) mov meptypapnke 116n.

3. Av 8ev elval €ykvpn, TOTE AVAKATAOKELALETAL 1| QAVGISA paG
Eava pe v péBodo  ReconstructTheBlockchain() movu
Tpoava@EépONKe kKol OTtav yivel autd &ava eAfyxetatr 1
EYKLPOTNTA, EVW TapAAANAQ KaAeital Kal M
informTheUserWhenSending (mouv Bpioketat péoa otnv 27

useEffect() Tov conversation.js) yia va evnuepwBet o xpnotng ott

To blockchain avakataockevaletat (Ewova 21).

4. Av n aAvoida elvat éykvpn €apxng N eival £ykupn HETA TNV
QVOKATAOKELT, TOTE Snuovpyeital To Keypair Tou amooTtoAéa
yw Vv ocuvaAdayn/transaction oto bigchaindb ocvppwva pe to
documentation kot emiong Snulovpyovvtal 2 keypairs yla tov
QTMOOTOAEQ, TAPAANTITN] CUUPEWVA HE TOV aAyoplOuo tou nacl
WOTE va YIVEL ] KPUTITOYPAPTOT TOU UNVUUATOG, OTIWG ETLOTG
Kal To onetimecode yla Tov TTpoAnTIIN.

5. Kpumrtoypageitar 1o UNVUHQA Kol TPOKUTMTEL  TO
encryptedMessage (qvtd ewal og Uint8Array popen) Kot Emerta
netatpémetal o€ Sekaefadikn poper hexEncryptedMessage, ywx

va elvat o e0KoAa StayelpioLpo.
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Blockchain Mes SeNQger byGerasimos Varnis

The blockchain is not
valid and has to be
reconstructed. Please
wait for this message to
disappear and try again...

Me: hello gerasimos!
gerasimos: hi james!
Me: kaAnomepal

gerasimos: yela gou james!

Type here...

Ewova 21 - Avaxataokevn) blockchain katd THv amooToA] unvouartog

6. Anuovpyovvtal Ta Sedopéva TG CUVAAAXYNG/UNVULATOS YLX TO
BigchainDB mov 8a xapaktnpifouv kat To avtioToyo Kouti otnv
Tomikn pag Bdaon Timestamp, previousBlockHash, Blockindex,
CurrentBlockHash. E8w yxpnowpomotovvtat kat dAieg 2 pebodot
Tov  apxelov  serverjs, ot GetDateTimeNow() kot
ComputeTheHashOfThisBlock(...) ov emiotpé@ouv v Twpvy
nuepounvia-wpa  kat  dnuovpyovv 1o  hash  Ttou

KOUTLOV/GUVOAAQYT|G.

GetDateTimeNow = () {
DateTime = ()

date = DateTime.getFullYear()+ +
(DateTime.getMonth() + 1) + + DateTime.getDate();
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time = DateTime.getHours() + +
DateTime.getMinutes() + ":" + DateTime.getSeconds();
return date + ' ' + time;

}

ComputeTheHashOfThisBlock = (MessageTransactions,

PreviousBlockHash, Timestamp, SenderId, RecipientId, Index)
{
return sha512(JSON.stringify(MessageTransactions) +
PreviousBlockHash + Timestamp + SenderId + RecipientId +
Index).toString();
}

7. Anuovpyeital To avtikeipevo assetData_BlockData mov Ba sivat

N ouvaAdayn Tov Ba amoBnkevtel oto BigchainDB kat to block
Tov B amobnkevTel 0TV TOTIKY pag BAon. AUTO TO AQVTIKE(LEVO
avtloTolyel og éva pnvopa.

8. Anuwovpyeitat 1 ovvaAdayn/transaction ywx to BigchainDB
oVp@wva pe to documentation, VTTOYPAPETAL UE TO LOLWTIKO
KAeWSl TOL amootoAéa koL otéAvetal oto BigchainDB ywx va
KatoywpnoeL

9. Iynuatifetar to véo block ywx tnv tomiky pag Bdaon, mov Ba
TEPLEXEL TO avTikelpevo assetData_BlockData kat mpokettal yia
™v petafAnt newBlock.

10. ATOKPUTITOYPAPEITUL TO UNVUUN KAL ETTEITA UETATPETETAL OTNV
owoTn kKwdikomoinom UTF8S.

11. KaAgitar 1 newConvMessage Tou apyeiov conversation.js oto

front-end, mepvwvTtag To id Tov amooToAéq, TO GVOLAX TOU KAL TO
unvopa (mAéov oe avayvwolun popen). Ipokettal yia to i8to
KavaAL socket pe to omolo €ywve N apyikn conversationMessage,
KkaBwg €xovpe To (1o conversationld.
12. Amobnkevetal To véo kovuti/véo urvuua newBlock otnv toTikm
pag Bdon.
[MAéov elpaote Eava oto front-end kot otnv 2n useEffect, agpov éxel
kAnBel 1 newConvMessage Kol €kel EVIUEPWVW TNV KATACTACT TWV
UNVUUATWVY Yo To vEo unvupa pe tnv setMessages(). Eqpocov aidage n
KATAOTOON TWV PNVUPATwY, kaAeitat 1 useEffect kat tote yivetau

render / €k VEOU eP@AvIoT TOL component, TOV View TO 0TIOl0 TEPLEXEL
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TEAIK& TO VEo UNVuUpQ TIoU €o0Teldle o xpnotne. 'Etol €xel otaAel to
UNVUHO KOl £XEL ELPAVIOTEL KAL OTOVG 2 XP1OTEG TIOU CUUUETEXOVV OTH
ouv{ntmon.

e Ta unvOpata ep@avifovtal pévo av €xeL o xpnotng €ykupo userToken
KAl 1 EUQAVION TETUXAlVETAL HE €va map otnv otabepd Twv
unvupatwv/messages. I'ia kdBe prvupa péoa otov Tivaka messages
epavifetal éva span element to omolo £xeL TPAcLvo 1 UTAE Xpwua (css
kAdon me/others), avdioya pe To av 10 OVOMA OTO KABe pnvupa
avtiotolxel oto receiverName (Tov eiyape maApeL ATO TIG TAPAUETPOUS
Tov match.params.conversationParameters otnv apyn) 1 0xL, To 6voua
TOV ATIOGTOAEN 1) TOU TIAPOANTITN APLOTEPA ATIO TO UNVUHX PE TNV (Sl
OUVON KN KAL TO TIEPLEXOEVO TOU UNVULATOG, TO KE(PEVO TTOV Bt LTTAPXEL

OTO IMSg.message.

className="conversationInterior"
messages.map((msg, index) ¢
key={index} className="message"

className={receiverName !== msg.name ? "me":"others"
receiverName !== msg.name ? 'Me' : msg.name}:

msg.message

4.4 Awxxeiplon o@aAPdTWVY KAl amtoocUVOEDT) XP1OTN

H amoovv8eon touv xpnotn amd tnv e@apuoyn YIVeETal TATWVTAG TO KOUUT
Logout mavw 8e&La ota views lobby kat conversation, evw avtiotolel otn péBodo

disconnect Tov apxeiov App.js.

disconnect = () {
socket = I0("http://localhost:8000", {

query: {

token: localStorage.getItem('userToken'),
¥

})s
if(socketIO){

socket.disconnect();
localStorage.setItem( 'userToken', )
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setSocketIO( );
showMessage(

}

Av yivet 1 oamoouvdeon N KAmMowg avoifel TNV E@appoyn xwplg va
Tpaypatomouoel €lcodo, toOTE Sev €xel Adfet to userToken pe to omolo
avayvwplleTal oTnv €QAPUOYN KL TILOTOTIOLEITAL X€ UTEG TIG TIEPLTTWOELS AV
kamotwog petafel ota url http://localhost:3000/lobby 1 ywx mapdaderypa
http://localhost:3000/conversation/6258797276236498_61965f50679cab98f4e
7cf39_gerasimos, XepokivITH/TANKTPOAOYWVTAG 1] TATWVTAG TO KOUUT oW
Tov @LAAopeTpNTY, dev Ba pmopel va Sel v oTooeAiba kat Ba Byaivel to

avtiotoyo pnvupa. ‘Etol, ota apyela conversation.js kot lobby.js vmapxet o

KWSIKAG,

style={{textAlign: }}>You are not authorized to
view this page. Please login or sign-up.

TIOV AVTLOTOLXEL OTNV TEPIMTWOT ToL dev LTApXEL To userToken cVpEWVA PE TN

ouvOnkn (to localStorage ocupmepipépetatl Sta@opeTikd avaioya tov browser,

omoOTE Pmopel unv €xel kabBoAov TN 1 va meptexet v T null’ wg string).

localStorage.getItem(
localStorage.getItem( ! ?

To div mov Ba epavileTal, @aiveTal TNV TAPAKATW EIKOVA

Blockchain Messenger by cerasimos varnis Login Sign-Up

You are not authorized to view
this page.

Please login or sign-up.

Ewova 22 - Mn eéovalodotnuévn mhonynon ota views lobby & conversation
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H tedevtala mepimtwon agopd v AavBaouévn mAnktpoAdoynon url amd tov
XPNOTN KAl CUYKEKPLUEVA OTOV KWOIKA Tou akoAovBel BAEmovpE WG av o
XPNOTNG ELCAYEL KATL SLAPOPETIKO aTd TIG AEEELG IOV LTTAPYOLVV Péoa oTo path, Ba
ep@avifetal pnvopa Aaboug. Ipdkeltal ylx regex, oV ONUAVEL AV O XPNOTNG
EloAyel KATL OSla@opetikd oamd Tn A€n login 1 sign-up 1 lobby 7
conversation/:conversationParameters, Tov akoAovOeital amd Kevo 1 0L, KATIOL
TeAela 1 OXL 1 KATol akoAovBia aA@apldunTikwy, ToTe Ba Byaivel To pnvupa
uéoa oto h3 element. IIpaktikd, av o xpNoTNG MANKTPOAOYNOEL TO OTIONTIOTE
€KTOG TwV login 1 sign-up 1} lobby 1 conversation/:conversationParameters (6mov
conversationParameters QvTIOTOLXEl OTI( TAPAUETPOUG TNG OUVOUIAIXG KAOE
@opd) m.x. http://localhost:3000/loby 1  http://localhost:3000/loginn 7
http://localhost:3000/sign-up and something, 6a evnuepwvetal pe pnvupa. Oa
UTTOPOVCHUE VX TIPOCOECOUUE KOl GAAEG TEPIMTWOELS, WOTOOO €EETALETAL 1)
mepImTwon Katd AdBog TANKTPOAGYNnong kKot Oxt TOc0 1M eoKeppéva AdBog

TANKTPOAGYN OM.

Route exact

path={/"\/(?: | |
[ 1+$ render={()

style={{textAlign: ‘'center'}}>Page Not Found!

0 KOSIKAG LETAPPALETAL GTNV EIKOVA IOV AKOAOVOEL
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Blockchain Messenger oycerasimos varnis Login Sign-Up

Page Not Found!

Ewova 23 - AavBaouévn mAnktporoynon url

Ye autd TO omnpelo €xel oAokAnpwbel To kKe@dAalo 4 KoL 1 emegynon
Aettovpylag g e@apuoynsg Blockchain Messenger. AxolovBel pia tedevtaia
elKOVa Tou Selyvel TTwG @ailvetal 1 ocuvoplAia petady 2 ypnotwv, SnAadn

TaUTOXPOVA € 2 SLaQOopPETIKOVUG browsers.
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Blockchain Messenger Lobby Logout Blockchain Messenger Lobby Logout
by Gerasimos Varnis y 9 by Gerasimos Varnis

Me: hello gerasimos! james: hello gerasimos!

gerasimos: hi james! Me: hi james!

Me: keAnomepa! james: kahnomépal

gerasimos: yeia oou james! Me:yeia oou james!

Type here... [rype here...

Ewova 24 - Zvvouidia uetaév 2 ypnotwv
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TUUTEPAC AT

‘Exovtag @tdoel otnv Anén g mapovoag epyaciag, afifel va onpelwbel Twg M
O0An Swadikacio a@'svog Selyvel TIG TEPACTIEG TPOOTTIKEG TNG TEXVOAOYLAG
blockchain kal Ta TAEOVEKTNHATA IOV TIPOCPEPOVTAL CYETIKA HE TNV a&loToTIX
TV HUNVUHATWV TIOU OTEAVOVTAL VW Q@'eTepov amoteAel TN Pdon yw
Stepevvnon MOAUTIAOKOTEPWY OoxeSIoUWYV KaBws oe emimedo enterprise piog
HeydAng etailpeiag/opyaviopo Ba umopovoe va SnpovpynBel éva koawvovplo,
WBlwTikd SikTvo Yl ™ Aettovpyia tou blockchain kot va avtikataoctabel pe to
BigchainDB. Tevikd, katt Ttétolo eival €@ktO va vAomowmBel elte ywr tnVv
EVOOETULPIKN ETKOLVWVIA EITE YL TNV ATTOONKEVOT) TTEAATELNKWV APYELWV.

H epappoyn Ba pmopovoe va tpomomomBel woTe va avtaAAdcoovTal apyela
HETOED XPNOTWV KAl YIX TIHPASELYUA VA ATIOTEAECEL £VA OTUAVTIKO EPYAAELO YLo
™mv alOmoTn UETAPOPA OeSOUEVWY  avApeca oTOUG epyalopévous piog
emiyelpnong. H tpomomoinon avtn pmopel eVkoAa va yIVeL HE TNV EVOWUATWON)
Staopwv APIs 0Tov KWSIKA TNG EQAPUOYNG EITE LLE TNV PETATPOTIN TOU KWSIKA
woTe 0T 0€0m TWV UNVUUATWV VX OTEAVOVTAL apXelX METAED TWV XPNOTWV.
EmumAgov, 1 Asttovpyla ™G EMKOWWVING KAl OVTORAAQYNG MNVUUATWY VA
Cevydpla XpnoTwWY (VAL KATL IOV AVAAOYX LE TOV ETOVUNTO TPOTIO XP1ONG HET
o€ pla emyelpnon, aAAAlEL KAl ETEKTEIVETAL O YKPOUTIG TTAVW ATIO 2 ATOUX (OOTE
1 EQAPHOYN VU EEUTINPETEL CKOTIOUG OLASIKNG CUVOHIALAG KAt Evay YPn@Lako xwpo
IOV UTTOPOVV VA UTIAPXOVV KATAXWPNHEVA apxela Yyl tnv dueon mpocBacn amd
OA0UG TOUG XP1)OTES TNG EKACTOTE OUASAG ATOUWV.

Q¢ yvwotdv éva oAU HEYGAO TTOGOOTO TWV ETLXEIPTOEWY OTOV TOUEX TNG
TANPO@OPLKNG (kat Oxt uovo) xpnollomolel oe kabnuepwvr) Baorn e@APUOYES
QVTOAAQYTG UNVUUATWV YL TNV EMKOWVWVIH TwV epyalotévwy NG KAl akOpo
TEPLOCOTEPO  TWPA OTNV  €moxn NG Tmavénuiag mov kaBiepwBnke N
amopaKpuopevn gpyacia. Emopévwg, katalafaivel Kavelg TNV avayKaldTnTa yio
ula e@appoyn avtaAdayng unvupdtwyv (kat Suvntikd dedopévwv) petadl Twv
LVTTAAANAWVY TG K&Be eTalpeiag, Pe TPOTO TOV VA TTPOCTATEVEL TIG TIANPOPOPIES
™G ETIXEIPNONG EVAVTIX O KAKOBOUAEG EVEPYELEG KAl VX TAPEXEL QACPAAN
KATOYXWPTNOT TOUG OTNV aAvoiSa, avTikabloTwvTag oTadlaKd TI ToHPASOCLUKES

Baoelg dedopévwv.
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5. HHopaptnquo Kodwka

5.1 Apyeia kddwko epappoyng oto front-end
5.1.1 App.js

React from 'react’;

{ BrowserRouter, Switch, Route } from 'react-router-dom';
{Link} from 'react-router-dom';

Login from './Views/login';

SignUp from './Views/signup';

Lobby from './Views/lobby';

Index from './Views/index';

Conversation from './Views/conversation';

I0 from 'socket.io-client';
'../node_modules/bootstrap/dist/css/bootstrap.min.css"’;
showMessage from './pop_up_Toasts';

App() {
[socketIO, setSocketIO] = React.useState( );

SocketIO Setup = () {

userToken = localStorage.getItem('userToken');

if(userToken && !socketIO) {
socket = IO("http://localhost:8000", {
query: {
token: localStorage.getItem('userToken'),

socket.on('disconnect’, ()
setSocketIO( );

1)ls

socket.on('connect', ()
setSocketIO(socket);

1)

React.useEffect( ()
SocketIO Setup();

b [Ds
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disconnect = () {
socket = I0O("http://localhost:8000", {
query: {
token: localStorage.getItem('userToken'),
¥

})s
if(socketIO){

socket.disconnect();

localStorage.setItem( 'userToken', )
setSocketIO( );

showMessage('success', 'You have logged out.');

}
}

return (
BrowserRouter

className="App"

className="container-fluid"
className="navbar navbar-expand-sm navbar-light fixed-top"

className="navbar-brand"

Blockchain Messenger style={{fontSize: '12px'}}>by Gerasimos
Varnis

localStorage.getItem('userToken') ||
localStorage.getItem('userToken")
className="navbar-nav"
className="nav-item"
Link className="nav-1link" to={"/login"}>Login</Link

className="nav-item"
Link className="nav-1link" to={"/sign-up"}>Sign-Up</Link

className="navbar-nav"
className="nav-item"
Link className="nav-1link" to={"/lobby"}>Lobby</Link

className="nav-item"
Link className="nav-1link" to={"/login'
onClick={disconnect}>Logout</Link

className="customBox"
className="custombox"
Switch
Route exact path="/login" render={() Login
SocketIO_Setup={SocketIO_Setup
Route exact path='/sign-up' component={SignUp
Route exact path='/lobby' render={() Lobby
socket={socketIO
Route exact path='/' component={Index
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Route exact path='/conversation/:conversationParameters'
render={ (props) Conversation socket={socketIO
match={props.match

Route exact path={/~\/(?:
| \/
1+$

render={()

style={{textAlign: 'center'}}>Page Not
Found!

Switch

BrowserRouter
)s
}

export default App;

5.1.2 login.js

import React from 'react'’
import axios from ‘axios'

import showMessage from '../pop_up_Toasts';
import { withRouter } from ‘react-router-dom';

Login = (props) {

nameReference = React.createRef();
passwordReference = React.createRef();

loginUser = () {
name = nameReference.current.value;
password = passwordReference.current.value;
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axios.post('http://localhost:8000/user/login', {
name,
password

}) .then(response {
showMessage('success', response.data.message);

localStorage.setItem( 'userToken', response.data.token);
localStorage.setItem('userName', name);
localStorage.setItem( 'currentUserId', response.data.userId);

props.history.push('/lobby"');

props.SocketIO Setup();

}).catch(error

if(error.response){
showMessage('error', error.response.data.message)
}
}

handleEnter = e {
if (e.charCode === 13) {
loginUser();
}

return (
className="1login"

className="form-group"
htmlFor="name" >Name
className="form-control” type="text" name="name"
id="name" placeholder='Enter your name'
ref={nameReference} onKeyPress={handleEnter

className="form-group"
htmlFor="password">Password
className="form-control" type="password"
name="password" id="password" placeholder='Enter
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your password' ref={passwordReference
onKeyPress={handleEnter

className="button"
className="btn btn-primary btn-block
onClick={loginUser}>Login

)5
+s

export default withRouter(Login);

5.1.3 signup.js
import React from 'react’
import axios from 'axios'

import showMessage from '../pop_up Toasts';
export default SignUp(props) {

nameReference = React.createRef();
passwordReference = React.createRef();

signupUser = () {
name = nameReference.current.value;
password = passwordReference.current

axios.post('http://localhost:8000/user/sign-up"', {
ETIEN
password

}) .then(response {
showMessage('success', response.data.message);
props.history.push('./login");
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}).catch(error

if(error.response){
showMessage('error', error.response.data.message)
}
)

handleEnter = e {
if (e.charCode === 13) {
signupUser();

}

return (
className="signup"

className="form-group"
htmlFor="name" >Name
className="form-control" type="text" name="name"
id="name" placeholder='Enter your name' ref={nameReference
onKeyPress={handleEnter

className="form-group"
htmlFor="password">Password
className="form-control" type="password" name="password"
id="password" placeholder='Enter your password’
ref={passwordReference} onKeyPress={handleEnter

className="button"
className="btn btn-primary btn-block"
onClick={signupUser}>Sign-Up

5.1.4 lobby.js

import React from 'react’
import axios from ‘axios'

import {Link} from 'react-router-dom';
import showMessage from '../pop_up Toasts';

export default Lobby(socket) {
[users, setUsers] = React.useState([]);
reg = +/g;
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getAllUsers = () {
axios.get('http://localhost:8000/user/users', {
headers: {
Authorization: 'Bearer ' + localStorage.getItem('userToken'),
¥

)
.then( (response) {

setUsers(response.data);

1)

.catch( (error) {
setTimeout(getAllUsers, 2000);

s
s

React.useEffect(()
getAllUsers();

if(localStorage.getItem('reloaded') === 'true' &&
localStorage.getItem('userToken') !== 'null'){




Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -

['epdopog Bapvng

showMessage('info', 'You were redirected here to instantiate
the socket connection again. There is no need to refresh

the page.');
localStorage.setItem( 'reloaded’, )

if(localStorage.getItem('reconstructedWhenEntering') === "true'){
showMessage('info', 'The blockchain is not valid and has to be
reconstructed. Please wait for this message to disappear and enter

again...');
localStorage.setItem( 'reconstructediWhenEntering’, )

localStorage.getItem('userToken') !== "null' &&
I

== ?

localStorage.getItem( 'userToken")

className="form-group"
className="text"’ Click

start a conversation

className="'conversations'
className="text'>List of Registered Users

users.filter(u u.name !==
localStorage.getItem( 'userName')).map(user (
key={user._id} className="conversation"

user.name

Link to={'/conversation/' +

(parseInt(user._id.match(reg).join("'"')) +
parseInt(localStorage.getItem('currentUserId').match(reg).join("")))
' ' + user._id + '_' + user.name

+

className="btn btn-primary btn-
block">Enter
Link
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style={{textAlign: 'center'}}>You are not authorized to view
this page. Please login or sign-up.

5.1.5 conversation.js

import React from 'react’;
import { withRouter } from 'react-router-dom';
import showMessage from '../pop_up Toasts';

Conversation = ({socket, match}) {

if (window.performance && !socket) {
if (window.performance.navigation.type === 1) {
localStorage.setItem('reloaded’, )
window.location.href = 'http://localhost:3000/lobby"’;
}
}

conversationID = match.params.conversationParameters.split('_")[0];

userID = match.params.conversationParameters.split(' ")[1];
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receiverName = match.params.conversationParameters.split('_ ")[2];

[messages, setMessages] = React.useState([]);

msgReference = React.useRef();

handleEnter = e {
if (e.charCode === 13) {
sendMessage();

}

sendMessage = () {
if(socket){
socket.emit('conversationMessage', {
conversationId: conversationID,
message: msgReference.current.value,
userId: userID

s

msgReference.current.value = 5

React.useEffect(()

console.log(socket);
if(socket){
socket.emit('enterConversation', {
conversationId: conversationID,
userId: userID

Ji )5

socket.on('informTheUserWhenEntering', ()
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window.location.href = 'http://localhost:3000/lobby"’;
localStorage.setItem( 'reconstructedWhenEntering’, )

})

socket.on('getAllMessages', ({allMessages})
newMessages = [];
if(allMessages){
for ( msg allMessages) {
message = {
name: msg.username,
userId: msg.userSender,
message: msg.message
}

newMessages.push(message);

}

setMessages (newMessages);

return () {

if(socket){
socket.emit('leaveConversation', {
conversationId: conversationID,

})

}
501D

React.useEffect(()

if(socket){
socket.on('newConvMessage', (message) {
newMessages = [...messages, message];
setMessages (newMessages);

1)

socket.on('informTheUserWhenSending', ()
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showMessage('info', 'The blockchain is not valid and has to be
reconstructed. Please wait for this message to disappear
and try again...');

}

},[messages])

return (

className="conversationBox"
className="receiver"
receiverName

className="conversationInterior"
messages.map((msg, index) ¢
key={index} className="message"
className={receiverName !== msg.name ?
"me" : "others" receiverName
msg.name ? ‘Me' : msg.name}:
msg.message

))

className="conversationHandlers"

type="text" name='message'
placeholder="Type here..."' ref={msgReference
onKeyPress={handleEnter

className="btn btn-primary btn-block
onClick={sendMessage}>Send

style={{textAlign: 'center'}}>You are not authorized to
view this page. Please login or sign-

up.
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export default withRouter(Conversation);

5.2 Apyela kddwka epappoyng oto back-end

5.2.1 app.js

express = require('express');

app = express();

app.use(express.json());

app.use(express.urlencoded({extended:

app.use(require('cors')());

app.use('/user', require('./userRouting'));
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errors = require('./handlingErrors');

app.use(errors.mongodbErrors);
module.exports = app;

5.2.2 User.js

mongoose = require('mongoose’);

userSchema = mongoose .Schema ({
name: {
type: String,
required: 'Name is required’

¥

password: {
type: String,
required: 'Password is required’

}s

address_publicKey: {
type: String,
required: 'address publicKey is required'’
}
¥

{timestamps:

)s

module.exports = mongoose.model('User', userSchema);

5.2.3 Blockchain.js

mongoose = require('mongoose’);

blockchainSchema = mongoose.Schema ({
message: {
type: String

}s

senderld:
type:
ref:

}s

111
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recipientId: {
type: String,
ref: 'User'

}s

timestamp: {
type: String,
required: ' is required’,

}s

previousBlockHash: {
type: String,
¥

currentBlockHash: {
type: String,
¥

index: {
type: Number
¥

name: {
type:String

module.exports = mongoose.model('Blockchain', blockchainSchema);

5.2.4 userRouting.js

router = require( 'express').Router();

{appErrors} = require('./handlingErrors")
userController require('./Controllers/userController");

authentication require('./authentication');

router.post('/login', appErrors(userController.login));
router.post('/sign-up', appErrors(userController.signup));
router.get('/users', authentication, appErrors(userController.getAllUsers));
module.exports = router;
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5.2.5 handlingErrors.js

exports.appErrors = (controllerMethod)
return (req, res, next) {

controllerMethod(req, res, next).catch((err)
console.log(err);
i err === "string") {
res.status(400).json({
message: err,
1)
} else {
next(err);
}
1)
}s
+s

exports.mongodbErrors = (err, req, res, next)
if (!err.errors) return next(err);
errorKeys = Object.keys(err.errors);
message = "";
errorKeys.forkach((key) (message += err.errors[key].message + ", "));

message = message.substr(@, message.length - 2);
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res.status(400).json({
message,

1)
)i

5.2.6 authentication.js
jwt = require('jwt-then');

module.exports = (req, res, next)
try{

if(!req.headers.authorization){
throw 'You are not authorized / User token is missing'
}

token = req.headers.authorization.split(' ')[1];

payload = await jwt.verify(token, process.env.SECRET);

req.payload = payload;
next();
catch(error) {

res.status(401).json({
message: 'Not Authorized'

5.2.7 userController.js

mongoose = require('mongoose’);
User = mongoose.model( 'User');
jwt = require('jwt-then');

nacl = require('tweetnacl');

nacl.util = require('tweetnacl-util');
sha512 = require('crypto-js/sha512");
fromUint8ArraytoHexadecimalString = uint8Array
uint8Array.reduce((string, byte)
string + byte.toString(16).padStart(2, '9'),

114
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exports.login = (req, res) {
{name, password} = req.body;
userkxists = await User.findOne({name: name});
if(luserExists) {

throw 'User does not exist or the username is not correct.'

}

if(sha512(JSON.stringify(password)).toString() !== userExists.password){
throw 'The password is not correct.’
}

token = await jwt.sign({id: userExists.id}, process.env.SECRET);

res.json({
message: 'User
token: token,
userld: userExists. id

+ name + '" has logged in.',

1)
}

exports.signup = (req, res) {
{name, password} = req.body;

userExists = await User.findOne({name: name});

if(name === ""){
throw ‘Name is required’;

}

if(userExists) {
throw 'This user already exists. Please try a different name.';

}

if(password.length < 8){
throw 'Password must contain at least 8 characters.';

}

keyPair = nacl.box.keyPair();
publicKey = keyPair.publicKey;

hexPublicKey = fromUint8ArraytoHexadecimalString(publicKey);

user = User({
name,
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password: sha512(JSON.stringify(password)).toString(),
address_publicKey: hexPublicKey

1)

await user.save();

res.json({
message: 'User

)

+ name + '" has signed-up.'

exports.getAllUsers = (req,res)
users = await User.find();
res.json(users);

5.2.8 server.js

require( 'dotenv').config()

mongoose = require('mongoose’);
nacl = require('tweetnacl');

nacl.util = require('tweetnacl-util');
sha512 = require('crypto-js/sha512");

driver = require('bigchaindb-driver');
API PATH = 'http://localhost:9984/api/vl/"’;

driver.Connection(API_PATH);
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mongoose.connect(process.env.DATABASE , {
useUnifiedTopology: )
useNewUrlParser:

)

mongoose.connection.on('error', (error) {
console.log("There is an error with the mongoose connection:
error.message);

1)

mongoose.connection.once('open', () {
console.log('Mongo database is connected')

}

require('./Models/User');
require('./Models/Blockchain');

app = r‘equir‘e(' -/app');

Server = app.listen(8000, () {
console.log('Server is listening on port 86000');

SocketIO = require("socket.io")(Server, {
allowEIO3: R
cors: {

origin: 5

methods: ['GET', 'POST'],

credentials:

jwt = require('jwt-then');

User = mongoose.model( 'User');
Blockchain = mongoose.model('Blockchain');

fromHexadecimalStringtoUint8Array = hexadecimalString
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Uint8Array(hexadecimalString.match(/.{1,2}/g).map(byte parseInt(byte,
16)));

fromUint8ArraytoHexadecimalString = uint8Array

uint8Array.reduce((string, byte)
string + byte.toString(16).padStart(2,'0"), "'
)s

GetDateTimeNow = () {
DateTime = Date();
date = DateTime.getFullYear()+ '/' + (DateTime.getMonth() + 1) + '/' +
DateTime.getDate();
time = DateTime.getHours() +
DateTime.getSeconds();
return date + ' ' + time;

+ DateTime.getMinutes() + ":" +

ComputeTheHashOfThisBlock = (MessageTransactions, PreviousBlockHash,
Timestamp, SenderId, RecipientId, Index) {
return sha512(JSON.stringify(MessageTransactions) + PreviousBlockHash
Timestamp + SenderId + RecipientId + Index).toString();

VerifyTheBlockchain = (blockchain)
validity = 5

res = await conn.searchAssets('BlockchainMessenger_v1');

if(blockchain.length === 0) {
validity = g
}

else if(blockchain.length > 0){
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if(blockchain[@].index !== 0){
validity = 5
}

if(blockchain.length>=2){
for( i=1; i<blockchain.length; i++){

ThisBlock = blockchain[i];
PreviousBlock = blockchain[i-1];

if( ThisBlock.previousBlockHash !== PreviousBlock.currentBlockHash
I
ThisBlock.currentBlockHash !==
ComputeTheHashOfThisBlock (ThisBlock.message,
ThisBlock.previousBlockHash,ThisBlock.timestamp,ThisBlock.senderId,
ThisBlock.recipientId, ThisBlock.index) ){
validity = 5
break;

if(res && validity){
if(res.length !== blockchain.length){
validity = g
}
}

console.log(validity);
return validity;

ReconstructTheBlockchain =

removed = await Blockchain.deleteMany({});
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if(removed.deletedCount>=0){
conn.searchAssets('BlockchainMessenger_v1').then( response
for( i=0; i<response.length;i++){
blockdata = response[i].data;

block = Blockchain({
message: blockdata.message,
senderId: blockdata.senderlId,
recipientId: blockdata.recipientld,
timestamp: blockdata.timestamp,
previousBlockHash: blockdata.previousBlockHash,
currentBlockHash: blockdata.currentBlockHash,
index: blockdata.index,
name: blockdata.name

})

block.save();

CreateGenesisBlock = (ids) {
userS = await User.findOne({_id: idS});

sender = driver.Ed25519Keypair (
fromHexadecimalStringtoUint8Array (userS.address_publicKey)

genesis = Blockchain({
message: 'This is the genesis block"',

senderld: R

recipientId: '°',

timestamp: GetDateTimeNow(),

previousBlockHash: "',

currentBlockHash:

'd41cbddc5felaeb84e967773845f21a63bed5bb5a4e758e57bb453cd4b4768a811cdaaf8
@lecc5ctbod826bc20bf14+47d064156c2ce632dc8044cabdbbf4aba’,

index: 0,

name: 'BlockchainMessenger_v1'

})

transaction = driver.Transaction.makeCreateTransaction(
genesis,

)
[ driver.Transaction.makeOutput(
driver.Transaction.makeEd25519Condition(sender.publicKey))],
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sender.publicKey

)5

transactionSigned = driver.Transaction.signTransaction(transaction,
sender.privateKey);

conn.postTransactionCommit(transactionSigned);

await genesis.save();

SocketIO.use( (socket, next)

try{
userToken = socket.handshake.query.token;

payload = await jwt.verify(userToken, process.env.SECRET);
socket.userId payload.id;

next();
} catch(error) {}
1

SocketIO.on('connect’, (socket)
console.log('connected');

socket.on('disconnect', () {
console.log('disconnected');

s

socket.on('enterConversation’, ({conversationId, userId})
socket.join(conversationld);
console.log('entered the conversation ' + conversationld)

blockchain = await Blockchain.find();

res = await conn.searchAssets('BlockchainMessenger_v1');

if(blockchain.length === @ && res.length === 0) {




Avamtuén e@appoyng TOTOTOMUEVWY UNVULATWV e Xprion texvoAoyiag Blockchain -

['epdopog Bapvng

await CreateGenesisBlock(socket.userId);
}
else{
const valid = await VerifyTheBlockchain(blockchain);
if(!valid){
await ReconstructTheBlockchain();
SocketIO.to(conversationId).emit('informTheUserWhenEntering’,

{1

userS = await User.findOne({ _id: socket.userld});
userR = await User.findOne({_id: userId});

senderKeyPair = nacl.box.keyPair. fromSecretKey(
fromHexadecimalStringtoUint8Array (userS.address_publicKey));
recipientKeyPair = nacl.box.keyPair.fromSecretKey (
fromHexadecimalStringtoUint8Array (userR.address _publicKey));

oneTimeCodel recipientKeyPair.publicKey.slice(8);
oneTimeCode2 = senderKeyPair.publicKey.slice(8);

const blocks = await Blockchain.find({$or:[ {senderId: socket.userId,
recipientId: userId}, {senderId: userld, recipientId:
socket.userId} ] })
const userMessages = [];
if(blocks.length>=1){
for(var block of blocks){
let decodedMessage = block.senderId === socket.userId?
nacl.box.open(
fromHexadecimalStringtoUint8Array(block.message),
oneTimeCodel, senderKeyPair.publicKey,
recipientKeyPair.secretKey)
box.open(
fromHexadecimalStringtoUint8Array(block.message),
oneTimeCode2, recipientKeyPair.publicKey,
senderKeyPair.secretKey);
let readableMessage = nacl.util.encodeUTF8(decodedMessage);

const message = {
message: readableMessage,
username: block.senderId === socket.userId ?
userS.name : userR.name,
userSender: block.senderId

}

userMessages.push(message);

}

if(userMessages && userS && userR){
SocketIO.to(conversationId).emit('getAllMessages"', {
allMessages: userMessages

1)

socket.on('leaveConversation', (conversationId) => {
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socket.leave(conversationld);
console.log('left the conversation

+ conversationId.conversationId)

})

socket.on('conversationMessage', ({conversationId, message, userId})

{

userS = await User.findOne({ _id: socket.userld});
userR = await User.findOne({ id: userId});
blockchain = await Blockchain.find();

if(message){
valid = await VerifyTheBlockchain(blockchain);
validAfterRecons;

console.log('is chain valid?' + valid);
if(!lvalid){
reconstructed = await ReconstructTheBlockchain();
if(reconstructed){
validAfterRecons = VerifyTheBlockchain(blockchain);
}
SocketIO.to(conversationId).emit('informTheUseriWhenSending",
{1

blockchain = await Blockchain.find();

}

if(valid || validAfterRecons){
console.log('chain is valid');

sender = driver.Ed25519Keypair(
fromHexadecimalStringtoUint8Array (
userS.address_publicKey));

senderKeyPair = nacl.box.keyPair.fromSecretKey(
fromHexadecimalStringtoUint8Array (userS.address_publicKey));

recipientKeyPair = nacl.box.keyPair.fromSecretKey (
fromHexadecimalStringtoUint8Array(userR.address_publicKey));

oneTimeCode = recipientKeyPair.publicKey.slice(8);

unencryptedMessage = message;

encryptedMessage = nacl.box(
nacl.util.decodeUTF8(unencryptedMessage),
oneTimeCode,
recipientKeyPair.publicKey,
senderKeyPair.secretKey
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const hexEncryptedMessage =
fromUint8ArraytoHexadecimalString(encryptedMessage);

const Timestamp = GetDateTimeNow();
const PreviousBlockHash = blockchain[blockchain.length - 1].
currentBlockHash;
const BlockIndex = blockchain[blockchain.length -1].index + 1;
const CurrentBlockHash = ComputeTheHashOfThisBlock(
hexEncryptedMessage, PreviousBlockHash,
Timestamp, userS._id, userR._id, BlockIndex);

const assetData BlockData = {
message: hexEncryptedMessage,
senderId: userS. id ,
recipientId: userR._id,
timestamp: Timestamp,
previousBlockHash: PreviousBlockHash,
currentBlockHash: CurrentBlockHash,
index: BlockIndex,
name: 'BlockchainMessenger_v1'

}

const transaction = driver.Transaction.makeCreateTransaction(
assetData_BlockData,

null,

[ driver.Transaction.makeOutput(
driver.Transaction.makeEd25519Condition(
sender.publicKey))

1,

sender.publicKey

)5

const transactionSigned = driver.Transaction.signTransaction(
transaction, sender.privateKey);

conn.postTransactionCommit (transactionSigned);
const newBlock = new Blockchain(assetData_BlockData);

let decodedMessage = nacl.box.open(
fromHexadecimalStringtoUint8Array (hexEncryptedMessage),
oneTimeCode, senderKeyPair.publicKey,
recipientKeyPair.secretKey);

let readableMessage = nacl.util.encodeUTF8(decodedMessage);

SocketIO.to(conversationId).emit('newConvMessage"', {
userId: userS._id,
name: userS.name,
message: readableMessage

1)

await newBlock.save();
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